
 

 
 
 
 
Summons to Meeting 
 
Monday 21 June 2021 
 

Audit Committee 
 

Tuesday 29 June 2021, 2.00 pm 
 

Theatre - The Wave Centre, Maryport 
 

Membership: 
  
Councillor Alan Tyson (Chair) Councillor Mary Bainbridge (Vice-Chair) 
Councillor Markus Campbell-Savours Councillor Patrick Gorrill 
Councillor Vaughan Hodgson Councillor George Kemp 
Councillor Janet King  
 

Members of the public are welcome to attend the meeting. If you have any questions 
or queries contact Lee Jardine on 01900 702502. 

 

Agenda 
 
1. Minutes  (Pages 3 - 4) 
 

 To sign as a correct record the minutes of the meeting held on 25 February 2021 
  

2. Apologies for Absence   
 

3. Declaration of Interests   
 

 Councillors/Staff to give notice of any disclosable pecuniary interest, other 
registrable interest or any other interest and the nature of that interest relating to 
any item on the agenda in accordance with the adopted Code of Conduct. 

  

4. Questions   
 

 To answer questions from members of the public – submitted in writing or by 
electronic mail no later than 5.00pm on a working day, allowing two clear 
working days before the day of the meeting. 

  

5. Assurance, Risk and Audit Year End Report 2020/21  (Pages 5 - 48) 
 

6. The Internal Audit Charter  (Pages 49 - 58) 
 



7. Audit Plan and Strategy 2021/22  (Pages 59 - 72) 
 

8. Redmond Review  (Pages 73 - 82) 
 

9. Annual Governance Statement 2020/21  (Pages 83 - 100) 
 

10. Progress Report and Sector Update  (Pages 101 - 118) 
 

11. Audit Fee Letter  (Pages 119 - 124) 
 

 
 

 
 
Chief Executive 
 

 
Date of Next Meeting: 

 
Tuesday 27 July 2021, 2.00 pm 

To be confirmed 
 
 



At a meeting of the Audit Committee held in Zoom Virtual Meeting on Thursday 25 
February 2021 at 2.00 pm 
 
Members 
 
Councillor Alan Tyson (Chair) Councillor Mary Bainbridge (Vice-Chair) 
Councillor Carole Armstrong Councillor Janet King 
Councillor Elaine Lynch  
 
Apologies for absence were received from  Councillor Markus Campbell-Savours, 
Councillor Vaughan Hodgson and Councillor Adrian Kirkbride 
 
Staff Present 
 
J Irving, L Jardine and B Lennox 
 
Also Present 
 
R Anderson and G Kelly 
 
328. Minutes  

 
The minutes of the meeting held on 01 February 2021 were signed as a correct 
record. 
 

329. Declaration of Interests  
 
None declared 
 

330. Questions  
 
None received 
 

331. Treasury Management Strategy Statement, Annual Investment Strategy & 
Minimum Revenue Provision Policy Statement 2021-22  
 
The Financial Services Manager presented this item. Members were advised 
that before each financial year the Council is required to prepare and approve 
the following, 
 

 a Treasury Management Strategy Statement (TMSS) and Investment 
Strategy setting out its proposed treasury management activities for the 
year and policies for the prudent management of its investments  

 a statement of its policy on making Minimum Revenue Provision (MRP) 
indicating how it is proposed to discharge the duty to make prudent MRP 
in the forthcoming financial year  

 a set of prescribed prudential and treasury indicators for the forthcoming 
and following years - including the Council’s Authorised Borrowing Limit - 
demonstrating that its capital expenditure plans are affordable and that 
external borrowing is within prudent and sustainable levels. 
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Members were advised that the only changes of note from 2021/21 are the 
inclusion of additional commentary in relation to PWLB lending terms and the 
revision to prudential indicators to take into account CIPFAs decision to defer 
the implementation of IFR 16 in respect of leases to 2022/23. 
 
Members were provided with a summary of each section of the document and 
an overview of the current treasury position, interest rate forecasts and 
prudential & treasury Indicators. 
 
Debate ensued in relation to ethical investments and members then asked 
questions on pension funds, access to funding and the potential impact Covid-
19 and Brexit has had on the Councils investment strategy. 
 
Agreed 
 
Members approved the recommendations as set out in the report. 
 

332. Annual Audit Letter 2019/20  
 
Gareth Kelly (Grant Thornton LLP) presented the annual audit letter for 2019/20 
and provided an overview of the work for 2019/20. 
 
Richard Anderson (Grant Thornton LLP) then went through the Key Risks on 
Financial Statements, Value for Money and the Audit Fees. 
 
Members asked questions in relation to assets and the recommendations which 
were made by the Procurement Task and Finish Group. Officers from Grant 
Thornton recommended that members of the Audit Committee get access to the 
Procurement Task and Finish Group Report, which was presented to the 
Executive Committee. 
 
Members then praised both Grant Thornton LLP and the Finance Department 
for their hard work throughout the last 12 months. 
 
Members noted the contents of the report. 
 

The meeting closed at 3.10 pm 
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Allerdale Borough Council 
 

Audit Committee – 29 June 2021 

 

Assurance, Risk and Audit Year End Report 2020/21
 

 
Portfolio holder   Councillor Colin Sharpe. 

Report from    Paula McKenzie, Assurance, Risk and Audit Officer. 

Wards affected   All Wards. 

Is this a key decision  No. 
 

 
 

1.0  The reason for the decision 

1.1 To inform the Committee of the work performed by the Assurance, Risk and Audit 
Team in the financial year 2020/21 and to provide the annual assurance opinion. 

 

2.0  Recommendations 

2.1 That the report is accepted and considered as part of the approval of the Annual 
Governance Statement 2020/21 subject to any additional information that the 
committee may require. 

 

3.0  Background and Introduction 

 
3.1 The Council adopted the Good Governance Standard for Public Services in 2005. 

The standard provides a national framework for assessing good governance 
practice. CIPFA/SOLACE has published an update to the standard – a Framework 
for Delivering Good Governance in Local Government – to make the original 
standard directly relevant to Local Government. In December 2016 CIPFA updated 
the Framework, which includes 7 core principles that need to be taken into 
consideration. I can confirm that the Governance Group has considered these 
elements and principles when compiling the 2020/21 Annual Governance 
Statement (AGS).  

 
3.2 The Council has made a public statement detailing how it will meet these 

governance commitments, this is set out in Allerdale Borough Councils Local Code 
of Corporate Governance which is reviewed annually by the Governance Group as 
part of compiling the Annual Governance Statement (AGS). 
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3.3 The Council’s Strategy 2020-2030 is very much at the forefront of the organisation 
and a structured framework is in place driving every individual service plan moving 
forward. Quarterly performance reports are published detailing the progression of 
the agreed council plan projects. The Council Strategy Delivery Plan 21-22 has 
been agreed and published at 12 May Executive 2021. 

 
3.4     The annual assurance gathering process was completed collectively by Third Tier 

Managers with oversight from the Heads of Service for the respective areas. This 
increases the visibility of the assurance profile for the organisation, all in one place. 
 

3.5 This report has been prepared in line with the CIPFA statement on the role of the 
Head of Internal Audit and the Public Sector Internal Audit Standards, 2450 Overall 
Opinions.  

3.6 Internal Audit is a non-critical service, the team have provided redeployment resource 
to critical services as part of the Covid-19 response. The Audit Managers Post has 
been vacant since September 2020 and the Internal Auditor was also seconded to 
the grants team for part of the year. Due to this reduction in resource we lost a 
number of audit days from the 20/21 plan and will also be carrying forward some 
days into 21/22. Assurance Risk and Audit have an agile approach, meaning 
Assurance Risk and Audit can adapt when needed and work quickly to help the rest 
of the organisation address an increasingly chaotic, unpredictable environment and 
the audit methodology must be flexible enough to support these changes throughout 
the year. 

 

4.0  Content (to include alternative options considered) 

 
4.1 The table below summarises the assurances for the work completed and due for 

completion by the Assurance Risk and Audit (ARA) service during the financial year 
2020/21. An opinion is provided for each area of the control environment reviewed. 

 
 Opinion 

System Reviewed Comprehensive Substantial Limited Minimal 

19/20 work carried 
forward 

    

Cash Management 
(Car Park Income) 0 3 2 0 

Risk Management 0 4 0 0 

Revenues and 
Benefits 3 0 0 1 

Finance 0 4 0 0 

Ethics and Culture 0 4 0 0 

GDPR Compliance 4 3 0 0 

20/21 work     

ICT Phishing no 
opinion, results based 
work. Work completed 

Finance  4 3 0 0 
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Revenues and 
Benefits (Carry 
forward, at review 
stage)     

ICT  0 6 0 0 

Allerdale Waste 
Services (Removed 
from Plan)     

Cash Management 
(Carry forward)     

 
4.2 The following reports were submitted this quarter and can be found in appendix one 

and two of this report: 
 

 Financial Services (appendix one) 

 ICT (appendix two) 
 
4.3 Due to the large amount of audits carried forward from 19/20 the 20/21 reviews 

starts were delayed, loss of resource from September 20 also effected the deliver 
timescales and therefore x1 audit was still in testing stage and x1 was at review 
stage at the time of writing this report and will be presented to the Committee as 
part of the 2021/22 quarter two report. Due to the reduction of days available with 
reduced resource and change of responsibilities within the team, the following 
assurance reviews will not be completed in 20/21; 

 

 Allerdale Waste Services 
 
4.4     The definitions of the opinions are as follows: 

 

Comprehensive Assurance There is a sound system of controls 
designed to meet objectives, manage 
risks and controls are consistently 
applied in all the areas reviewed. 

Substantial Assurance There is a good system of controls and 
risks are managed. However, there are 
opportunities for improvement in the 
design or consistency of application that 
will assist in the achievement of 
objectives identified as being at risk in 
the areas reviewed. 

Limited Assurance Key controls exist to help achieve 
objectives and manage principle risks. 
However, there are opportunities for 
improvement in the overall control 
environment which would enhance the 
design and application of controls, 
thereby assisting the achievement of 
objectives identified as being at risk in 
the areas reviewed. 
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Minimal Assurance The absence of basic key controls or the 
inconsistent application of key controls 
is so severe that the audit area is open 
to abuse or error. Risks to objectives are 
not being managed 

 
4.5      Additional assurance activities have contributed to informing the audit opinion 

conclusion. These include participation in working groups, various governance 
boards and specific requests for project or systems assurances. This corporate 
awareness and engagement assists with the evaluation of all aspects of the control 
environment in particular those relating to culture, ethical values and human factors. 
The main areas of additional assurance during 2020/21 include: 
 

 Fraud support for grants 

 Advice and guidance in relation to IR35. 

 Advice and guidance in relation to benchmarking 

 Role on Warning Marker Review Panel 

 Advice and guidance in relation to Market Risks 

 PSIAS self-assessment 
 
 
5.0 Performance against the 2020/21 Audit Plan 
 
5.1 Time Summary  
  

Activity Planned 
Days 

Actual 
Days 

Statutory Assurance Reviews 100 23.61 

Assurance and Risk Support 4 2.23 

Follow up and performance 13 9.36 

Completion of 2019/20 reviews 15 26.86 

Democratic Representation 17 13.48 

Corporate Support  85 143.45 

Projects incl Covid-19 41 65.71 

Advice  5 0 

Investigations 5 0 

Fraud Activities 17 13.68 

Risk Management Facilitation 9 6.96 

Contingency & volunteer days 8 0 

Total Audit Time 319 305.34 

Hub Management 87 45.68 

Total Chargeable Audit time 406 351.02 

Non-Chargeable   

Non chargeable time 27 48.89 

Training 27 15.10 

Sickness / other absences 16 5.16 

   

Total Non-Chargeable Time 70 69.15 
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Annual Leave 117.5 52.56 

   

Total Days available  593.5 472.73 

 
5.2 The chargeable time at year end was 74% (total chargeable time/total days) which 

is above the planned target of 73.72%, this is considered an excellent achievement 
based on challenges faced within the team during the year.  
 

5.3 The team have been under resourced since September 2020 which reduced the 
number of expected available days. 

 
 
6.0 Consultancy Activities  
 

    6.1  The team provides assurance and risk advice to support the organisation in the 
achievement of its objectives, during 2020/21 advice and consultancy work has 
been performed in the following areas: 

 

 Project support for the Market Provision Project Team 

 Health and Wellbeing Group 

 IR35 requirements 

 Market Project Team 

 Governance group 

 Grant support 
 
6.2 The team also supported a number of corporate groups and project boards which 

provides a greater depth of insight into strategic objectives and provides valuable 
advice to the group on risk management, control and governance. The groups 
included: 

 

 The Health and Wellbeing Group 

 Tackling Inequality Board 
 
 

7.0        Risk Management 
 
7.1 The Hub Manager confirmed that no third tier risk workshops had been prioritised in 

20/21, although a risk workshop looking at the Corporate Risk Register with Heads 
of Service had been held. Covid risks were being managed by strategic groups and 
sub groups which included third tier Managers. 

 
The risk support for third tiers and all employees will be in the way of online learning 
moving forward due to Covid. The Hub Manager has approved a mandatory online 
course with the Learning & Development Advisor. 

 
Due to Covid no member training was facilitated over the last year. 
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 The Committee has received regular updates on the risk management process and 

that the corporate risk register is being looked at on a regular basis. It is not the 
Committee’s duty to determine that risks are being adequately managed, more so 
that the process of monitoring risks is being adhered to and that regular updates on 
risk management are given to the Executive and Scrutiny Panels where 
appropriate. 

 
7.2 This proactive engagement has led to an increase in the number of requests for risk 

profiling support from the ARA Team, these meetings are designed to challenge 
and encourage risk managers to explore, evaluate and prioritise risks to create an 
action plan to address a specific plan, project or issue. Support has been provided 
for the following area: 

 

 Covid 19 
 
 

8.0 Corporate Fraud 
 
8.1     The ARA service works in support of the organisation and its approach to improving 

fraud awareness and the detection of corporate fraud. As the key contact for the 
National Fraud Initiative (NFI) the ARA Team plays a key role in the coordination 
and communication of the requirements of this Cabinet Office initiative. Fraud risks 
are included on the organisational Service Risk Register and are reviewed in line 
with the Integrated Assurance Strategy. 

 
8.2 A full review of Fraud Policies was undertaken in 2019/20 and these were received 

by the Audit Committee 26 November 2019. 

8.3 A Corporate Fraud Group has been formed as a forum to discuss Fraud hot topics 
and working practices, which meets when needed.  

 
8.4  The ARA Officer is part of the Lancashire and District Chief Auditors Group and 

attends these meetings quarterly. Fraud cases are shared and discussed as a 
learning from each other’s exercise. 

 
 
9.0      Quality Assurance and Improvement Program 

 
9.1     The ARA Officer and Assurance Risk and Auditor have agreed to further their 

professional studies, this was due to commence in 2020 but was delayed due to the 
Covid 19 pandemic.  

 
9.2 The Assurance Risk and Audit Officer completed a PSIAs self-assessment, which 

was presented to this Committee on 1 February 2021. This self-assessment will be 
completed on an annual basis as part of the quality assurance and improvement 
programme. The QAIP focus for 2020/21 was to revisit corporate assurance 
mapping following the changes to strategic priorities. This non-critical work is still on 
hold whilst the team support the Covid 19 pandemic, remote auditing and reduced 
resource. 
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9.3 To measure effectiveness an internal measure is used relating to Management’s 

acceptance of recommendations – 100 % for the year 
 

Assurance, Risk and Audit is designed to add value and assist management in 
achieving the organisations overall key aims and objectives.  
 

9.4 The team have produced a new questionnaire for client feedback and follow up 
results and opportunities for improvement with clients. It is hoped this will be rolled 
out in quarter one. As new ways of working are adopted by Allerdale Borough 
Council for 21/22 this is an area the team will review, to ensure client engagement 
is suitable and sufficient. 

 
 
10.0 Management’s implementation of agreed actions (recommendations) 
 
 At year end there was no agreed actions overdue.  
 
11.0 Corporate Risks and Issues Log 
 
11.1 The latest high level risk report is attached linked risk register - performance report 

link for your information, the full Corporate Risks Log is available on the intranet at 
all times for members to review as part of their oversight role and to support all their 
activities within the Council.  

 
 
12.0 Opinion 
 

  12.1 It is my opinion that the independent assurance reviews completed by the 
Assurance Risk and Audit Team and the evidence gathering processes employed 
by the Governance Group provide substantial assurance over the adequacy and 
effectiveness of the organisations framework for risk management, control and 
governance.  

 

13.0 Implications and Impact 

13.1 Contribution to Council Strategy Priorities, Outputs and Outcomes  

Acceptance of the Assurance, Risk and Audit Team’s work provides a direct and 
indirect contribution to the achievement of the Council’s priorities, in accordance 
with the Assurance, Risk and Audit Service Plan. 

13.2 Finance/Resource implications 

There are no additional finance or resource issues that have not been previously 
highlighted in this report or previously reported to the Committee. 

13.3 Legal and governance implications  

There are no additional legal and governance issues that have not been previously 
highlighted in this report or previously reported to the Committee. 
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13.4 Risk analysis 

Acceptance of this report has no risk management implications other than the 
consideration of the Corporate Risks and Issues Log by the Committee in terms of 
oversight of the effectiveness of Risk Management Framework. 

  

13.5 Equality impacts 

 Equality is considered during the Assurance, Risk and Audit activities. 
 

13.6 Health and Safety impacts 

 Acceptance of this report has no health and safety impacts. 
 

13.7 Health, wellbeing and community safety impacts 

Acceptance of this report has no health, wellbeing and community safety impacts. 
 

13.8 Environmental/sustainability impacts 

 Acceptance of this report has no environmental/sustainability impacts. 
 

Appendices attached to this report 

 

Appendix number Title of appendix 

1 ABC Financial Systems Key Controls Final Report 2020-21 

2 Allerdale Borough Council Cyber Security Review – Final 
Report 

 
 
Report author(s) and contact officer(s): 
Paula McKenzie 
Assurance Risk and Audit Officer 
paula.mckenzie@allerdale.gov.uk 
Tel no. 01900 702987 
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1. Introduction, Background and Objective 

The 2020-21 Internal Audit Plan approved by the Audit Committee includes coverage of core 

financial systems. 

This audit focused on the key controls within financial systems and involves review of the most 

significant controls within: General Ledger, Accounts Payable, Accounts Receivable, Treasury 

Management and Budgetary Control. 

The overall objective of the review was to provide assurance that the most significant key 

controls in the areas detailed in the scope below are appropriately designed and operating 

effectively in practice.    

2. Executive Summary 

The following provides a summary of the assurance opinions for each area reviewed as 

defined in Appendix B. 

Scope Area Assurance Opinion 

General Ledger Substantial Assurance 

Accounts Payable High Assurance 

Accounts Receivable High Assurance 

Treasury Management High Assurance 

Budgetary Control High Assurance 

Payroll Substantial Assurance 

Capital Substantial Assurance 

The following provides a summary of the key themes: 

Sub Objective Key Themes 

General Ledger We confirmed that the Authority has in place a central control 
schedule which confirms the status of each key control account 
reconciliation, including a deadline for completion and signature 
requirement.  

Review of the control account schedule highlighted 10 
reconciliations that had been completed later than the expected 
deadline and the reasons for this were not documented. General 
Income and Council Tax reconciliations that were due to be 
completed in December and January were not completed until 
February. 

It is noted that this was due to resource pressures as the 
responsible staff members were required to undertake 
emergency duties as a result of COVID-19. All reconciliations 
were completed in time with the quarterly reporting schedule. 
(Recommendation 1 – Medium) 
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The control schedule has a section to be completed by the Head 
of Financial Services, however, this was incomplete for the three 
months that were reviewed.  

We reviewed a sample of key control reconciliations and 
confirmed that all included detailed and accurate workings. As 
above, there was no evidence to demonstrate that each 
reconciliation had been appropriately reviewed by an individual 
other than the preparer. 

Discussions highlighted that the templates used are currently 
outdate and require refreshing. (Recommendation 2 – Medium) 

Discussions highlighted that journal postings are restricted to 11 
members of the Finance Team and require separate approval by 
an individual other than the creator. 

We confirmed that ‘super user’ access is limited to a small 
number of staff and the ledger is backed up on a daily basis. 

Accounts Payable Testing on a sample of invoices with a purchase order identified 
that all were supported by an appropriately approved requisition. 
In addition, there was segregation of duties between the 
requestor and approver. All payments were only made once the 
goods had been receipted with the exception of one case which 
related to start-up costs of a council subsidiary. 

Sample testing on invoices without a purchase order identified 
that all invoices were approved in line with the Authority’s 
signatory hierarchy.  

The organisation has in place standard operating procedures for 
adding new suppliers and making amendments to supplier bank 
details on the system. 

Sample testing confirmed that all supplier changes had been 
completed accurately and in a timely manner following suitable 
validation checks. It was identified that the Authority do not 
complete a periodic review of amendments to supplier bank detail 
changes due to restrictions with the functionality of the Total 
System. (Recommendation 5 - Low) 

Accounts Receivable The Authority has in place a Debt Recovery Policy which clearly 
outlines staff responsibilities and the processes in place for debt 
recovery. 

The policy is supported by a number of specific procedure notes 
and a set of Key Performance Indicators that are recorded on a 
monthly basis. 

A monthly aged debt report is produced outlining the customer, 
amount owed and how long overdue the debt has become. We 
completed sample testing on 6 long outstanding debts and 
confirmed that all had either been referred to the legal team or 
had an active recovery plan in place. 
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All debts are referred to the Legal Team once the Finance Team 
have exhausted their options. Our testing confirmed that the 
Legal Team was promptly notified when required. There are 
processes in place to ensure that the Finance Team are notified 
once a debt chased by the Legal Team is recovered or written 
off. 

Write offs are completed on a quarterly basis and we confirmed 
that the write off schedule for Quarter 2 had received appropriate 
approval by the Head of Finance. 

Treasury Management A Treasury Management Activity summary is presented to the 
Council on a quarterly basis as part of the Finance Report. This 
outlines investment and borrowing activity for the year to date. 

We confirmed that the Authority has in place a bank mandate with 
Barclays and that all individuals included as signatories are 
current employees. 

Due to the limited number of signatories, the Authority only 
review the account signatories when an amendment is required 
such as a new starter or leaver.  

Budgetary Control The Budget was originally presented to the Executive Team and 
Council in February and March 2020 respectively. The report 
demonstrated the consideration of contract offers and the 
completion of a public consultation exercise. 

A revised budget was presented to the Executive Team in 
November 2020 and Council in December 2020 which 
recommended an increase in planned revenue expenditure and 
use of earmarked reserves due to budget pressures. 

The Executive Team receive a quarterly update with regards to 
the organisations performance against the budget. This includes 
a budgeted vs actual analysis, net expenditure on services 
analysis and earmarked reserves budget. 

On the last day of each month, budget holders are provided with 
access to the Total financial system for a limited period of time to 
review their current budget position and update the forecasted 
position. 

Budget forecasts are exported onto a spreadsheet, at which point 
the Finance Team are able to review submissions for 
completeness and accuracy. A quarterly review is produced for 
the Executive Team focusing on areas with significant variances 
of £30k and above. 

There are procedure notes in place to support budget holders 
through the process and the Finance Business Partner is 
currently in the process of developing a formal training package. 

Payroll We confirmed that a payroll reconciliation is completed on a 
monthly basis. As identified during General Ledger testing, the 
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reconciliations are not signed off by an approver independent of 
the preparer. (See Recommendation 2) 

We completed sample testing on 15 starters, leavers and 
contractual changes and identified the following: 

 All requests were processed in an accurate and timely 
manner by the HR Department; 

 All requests were processed in an accurate and timely 
manner by the Finance Department; 

 Initial and final payments had been accurately completed 
for starters and leavers respectively (accounting for owed 
annual leave etc.); 

We requested further evidence around management approval of 
leavers and contractual changes, however, this was unavailable 
as supporting documents are not retained centrally by the 
Authority. (Recommendation 3 – Medium) 

We completed a walkthrough of the overtime and expenses 
processes and confirmed that there are suitable controls in place 
to ensure that payments are accurately managed following 
authorised instruction. 

We confirmed that access to the payroll system is limited to 5 
members of the Finance Team and the system is backed up as 
part of the wider nightly process completed by the IT Team. 

Capital We confirmed that the Asset Register is reconciled to the General 
Ledger on an annual basis. We reviewed the reconciliation 
completed in April 2020 and confirmed that it was accurate. 
Access to the Asset Register is restricted to the Finance Team 
and can only be accessed when using the Authority’s network 
servers. 

Sample testing on 10 assets confirmed that depreciation had 
been calculated accurately. Review of the Asset Register also 
confirmed that all assets had been revalued within the last 3 
years where required.  

We confirmed that there had been 5 disposals within the financial 
year. On request of supporting evidence, it was identified that the 
Finance Department are not routinely notified and provided with 
supporting evidence of disposals. (Recommendation 4 – 
Medium) 

The Capital Plan was presented to the Executive Team in 
February 2020 and Full Council in March 2020 as part of the 
wider proposed Budget. 

A revised plan was presented to the Executive Team in 
November 2020 and Council in December 2020 with the capital 
budget forecast to be underspent by £9.086m. The proposal was 
to reduce this by re-profiling to subsequent financial years. 
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3. Findings, Recommendations and Action Plan 

The review findings are provided on a prioritised, exception basis, identifying the management 

responses to address issues raised through the review. 

To aid management focus in respect of addressing findings and related recommendations, 

the classifications provided in Appendix B have been applied. The table below summarises 

the prioritisation of recommendations in respect of this review. 

Critical High Medium Low Total 

0 0 4 1 5 

 

Our detailed findings and recommendations are set out below. 
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4. Detailed Recommendations 

1. Timeliness of Reconciliations Risk Rating: MEDIUM 

Operating Effectiveness  

Issue Identified – Review of the control account schedule highlighted 10 reconciliations that 
had been completed later than the expected deadline and the reasons for this were not 
documented. General Income and Council Tax reconciliations that were due to be 
completed in December and January were not completed until February. 

It is noted that this was due to resource pressures as the responsible staff members were 
required to undertake emergency duties related to COVID-19. All reconciliations were 
completed in time with the quarterly reporting schedule. 

Specific Risk – Non-reconciling items are not identified and investigated in a timely manner. 

Recommendation – The Authority should ensure that reconciliations are completed in line 
with agreed deadlines. If the deadline is unable to be met, then a reason for this should be 
provided on the control account schedule.  

Management Response (Remedial Action Agreed) – The template has been amended to 
require an explanation for missed deadlines.  

Responsibility for Action – Financial Services Manager 

Deadline for Action – Complete 

 

2. Review of Reconciliations Risk Rating: MEDIUM 

Operating Effectiveness  

Issue Identified – The control schedule has a section to be completed by the Head of 
Financial Services, however, this was incomplete for the three months that were reviewed.  

We reviewed a sample of key control reconciliations and confirmed that all included detailed 
and accurate workings. As above, there was no evidence to demonstrate that each 
reconciliation had been appropriately reviewed by an individual other than the preparer. 

Discussions highlighted that the templates used are currently outdate and require 
refreshing. 

Specific Risk – Key control accounts are not scrutinised by an appropriate officer. The 
completion of key control account reconciliations is documented on outdated templates. 

Recommendation – The Authority should ensure that key control account reconciliations 
are recorded on an up to date template and that controls are in place to ensure that the 
Financial Services Manager is satisfied with the completion of the reconciliations. 
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Management Response (Remedial Action Agreed) – The template has been updated to 
remove the section requiring completion by the Head of Service 

Responsibility for Action – Financial Services Manager 

Deadline for Action – Complete 

 

3. Payroll Audit Trail Risk Rating: MEDIUM 

Operating Effectiveness  

Issue Identified – We requested further evidence around management approval of leavers 
and contractual changes, however, this was unavailable as supporting documents are not 
retained centrally by the Authority. 

Specific Risk – The Authority cannot demonstrate that all leavers and contract changes 
were appropriately approved by the relevant department due to single points of failure. 

Recommendation – All new starter, contract changes and leaver requests received by HR 
from the relevant department should be stored centrally, ensuring that evidence of 
appropriate approval can be demonstrated when required. 

Management Response (Remedial Action Agreed) – In future we will save a copy of the 
email from the manager requesting contract changes and all emails in regards to 
resignations. 

Responsibility for Action – Human Resource Manager 

Deadline for Action – April 2021 

 

4. Disposals Risk Rating: MEDIUM 

Operating Effectiveness  

Issue Identified – We confirmed that there had been 5 disposals within the financial year. 
On request of supporting evidence, it was identified that the Finance Department are not 
routinely notified and provided with supporting evidence of disposals. 

Specific Risk – Increased likelihood of incorrect accounting for disposals due to notification 
not being timely or including insufficient information. 

Recommendation – The Authority should ensure that suitable processes are in place to 
allow the Finance Department to be notified of all disposals including relevant documents 
in a timely manner by the responsible department.  

Management Response (Remedial Action Agreed) – The authority will create a spreadsheet 
which representatives from Legal, Estates and Projects can access to enter disposal or 
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acquisition information as it is received, allowing the Finance Team to have access to the 
required information centrally. 

Responsibility for Action – Estates Manager 

Deadline for Action – June 2021 

 

5. Review of Supplier Amendment Log Risk Rating: LOW 

Operating Effectiveness  

Issue Identified – It was identified that the Authority do not complete a periodic review of 
amendments to supplier bank detail changes due to restrictions with the functionality of the 
Total System. 

Specific Risk – Input errors many not be identified in a timely manner and lead to incorrect 
payments. 

Recommendation – The Authority should explore the functionality of the new financial 
system that is due to implemented to determine whether a report can be ran which details 
all additions and amendments to supplier details. 

If possible, the Authority should consider the implementation of a periodic review of new 
additions and bank detail changes by an individual other than the inputter to ensure that 
changes have been actioned accurately. This will ensure that any errors are identified in a 
timely manner. 

Management Response (Remedial Action Agreed) – Recommendation noted. This will be 
considered when implementing the new ERP system 

Responsibility for Action – Financial Services Manager 

Deadline for Action – April 2022 

Follow-up 

In light of the findings of this audit we would recommend that follow-up work to confirm the 

implementation of agreed management actions is conducted within the next 12 months. 
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Appendix A: Terms of Reference 

The overall objective of the review was to provide assurance that the most significant key 
controls in the areas detailed in the scope below are appropriately designed and operating. 
 
The review focused on the key controls within: 
 

 General Ledger 

 Accounts Payable 

 Accounts Receivable 

 Treasury Management 

 Budgetary Control 

 Payroll 

 Capital 

The controls reviewed related to the 2020-21 financial year to date. 

Limitations inherent to the internal auditor’s work 

We have undertaken the review of the financial systems key controls process, subject to the 

following limitations.  

Internal control 

Internal control, no matter how well designed and operated, can provide only reasonable and 

not absolute assurance regarding achievement of an organisation's objectives. The likelihood 

of achievement is affected by limitations inherent in all internal control systems. These include 

the possibility of poor judgement in decision-making, human error, control processes being 

deliberately circumvented by employees and others, management overriding controls and the 

occurrence of unforeseeable circumstances. 

Future periods 

The assessment of controls relating to the financial systems key controls process is that at 

January 2021. Historic evaluation of effectiveness is not always relevant to future periods due 

to the risk that: 

The design of controls may become inadequate because of changes in the operating 

environment, law, regulation or other; or  

The degree of compliance with policies and procedures may deteriorate. 

Responsibilities of management and internal auditors 

It is management’s responsibility to develop and maintain sound systems of risk management, 

internal control and governance and for the prevention and detection of irregularities and fraud. 
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Internal audit work should not be seen as a substitute for management’s responsibilities for 

the design and operation of these systems. 

We shall endeavour to plan our work so that we have a reasonable expectation of detecting 

significant control weaknesses and, if detected, we shall carry out additional work directed 

towards identification of consequent fraud or other irregularities. However, internal audit 

procedures alone, even when carried out with due professional care, do not guarantee that 

fraud will be detected.  The organisation’s Local Counter Fraud Officer should provide support 

for these processes 
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Appendix B: Assurance Definitions and Risk Classifications 

Level of 
Assurance 

Description 

High There is a strong system of internal control which has been effectively designed to 
meet the system objectives, and that controls are consistently applied in all areas 
reviewed. 

Substantial There is a good system of internal control designed to meet the system objectives, and 
that controls are generally being applied consistently.  

Moderate There is an adequate system of internal control, however, in some areas weaknesses 
in design and/or inconsistent application of controls puts the achievement of some 
aspects of the system objectives at risk. 

Limited There is a compromised system of internal control as weaknesses in the design and/or 
inconsistent application of controls puts the achievement of the system objectives at 
risk. 

No There is an inadequate system of internal control as weaknesses in control, and/or 
consistent non-compliance with controls could/has resulted in failure to achieve the 
system objectives. 

 

Risk Rating Assessment Rationale 

Critical Control weakness that could have a significant impact upon, not only the system, 
function or process objectives but also the achievement of the organisation’s objectives 
in relation to: 

 the efficient and effective use of resources 

 the safeguarding of assets 

 the preparation of reliable financial and operational information 

 compliance with laws and regulations. 

High Control weakness that has or is likely to have a significant impact upon the 
achievement of key system, function or process objectives.  This weakness, whilst high 
impact for the system, function or process does not have a significant impact on the 
achievement of the overall organisation objectives. 

Medium Control weakness that: 

 has a low impact on the achievement of the key system, function or process 
objectives; 

 has exposed the system, function or process to a key risk, however the 
likelihood of this risk occurring is low. 

Low Control weakness that does not impact upon the achievement of key system, function 
or process objectives; however implementation of the recommendation would improve 
overall control. 
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Appendix C: Report Distribution 

Name Title 
Report 
Distribution 

Paula McKenzie Assurance, Risk & Audit Manager Draft & Final 

Review Completion 

 Planned Date Actual Date 

Fieldwork Starts November 2020 November 2020 

Discussion Document to Client January 2021 March 2021 

Responses by Client January 2021 May 2021 

Final Report January 2021 June 2021 
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Review prepared on behalf of MIAA by 

Name Conor Joel-Welsh 

Title Principal Auditor 

 07554 227503 
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Title Senior Internal Audit Manager 

 07798 580335 
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Name Louise Cobain 
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1. Executive Summary 

This review of Cyber Security at Allerdale Borough Council (the council) was conducted in 

accordance with the requirements of the 2020/21 Internal Audit Plan, as approved by the 

Audit Committee. 

In order to protect itself, an organisation needs to have a robust cyber security framework 

provisioned through a collection of tools, policies, security concepts, security safeguards, 

guidelines, risk management approaches, actions, training, best practices, assurance and 

technologies. This framework should provide a foundation from which to secure information 

systems and assets including connected computing devices, personnel, infrastructure, 

applications, services and the totality of transmitted and/or stored information in the cyber 

environment.  

 

It is against this backdrop that Allerdale Borough Council commissioned MIAA to provide 

assurance regarding the baseline technical elements of the council’s cyber security controls 

and identify opportunities for improvement, where appropriate.  

Areas of Good Practice 

• There were detailed policies available for review which included guidance on the 

management of firewalls and security patching. 

• Network access was restricted with ports and switches blocked by default. 

• A strong password policy was in place for domain accounts with further multi factor 

authentication (MFA) requirements for domain administrator accounts. 

• Antivirus, web and Domain Name System (DNS) filtering and Intrusion Prevention 

System were activated on the firewalls. 

• Measures had been introduced and will be further developed to standardise device 

builds and software application. 

• Potentially high risk file types had been blocked by default. 

• The council has deployed a suite of Kaspersky Enterprise applications which 

included tools for removable media control and antivirus software.  

• The council had policies governing the hardening of servers, laptops, desktops and 

mobile devices. 

Areas for Improvement 

• The introduction of periodic auditing of standard activities and processes, such as 

remote support monitoring and reviews of firewall rules, as well as patching and 

antivirus compliance, would allow for issues to be proactively identified and promptly 

investigated. 

• Expand the suite of documentation to include guidance for users and procedural 

information for IT tasks, such as password resets. Document control should be 
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included in all documentation to ensure the information contained within policies and 

procedures is applicable and review dates are adhered to. 

• All new processes and solutions should be formally risk assessed to provide 

assurance of the measures due to be implemented. 

• There are 78 enabled accounts which had been dormant for over 6 months that 

required further investigation to determine whether they are appropriate. 

 

There is a good system of internal control designed to meet the system objectives, and that 

controls are generally being applied consistently. 

 

As a result of our review and the associated findings, the level of assurance provided, based 

upon the defined scope and criteria at Appendix A; is: 

 

Substantial Assurance 

 

2. Introduction, Background and Objectives 

We live in a world where external connectivity to other people and organisations via various 

mediums, including the Internet, is essential to normal operations. However, the 

proliferation and rapid expansion of this connectivity and communication inevitably 

increases the risk that these channels and technology will be used to attack and 

compromise organisations.  In fact, as we know, from the press and official sources, 

organisations are constantly being probed for weakness and are constantly suffering 

malware attacks and other breaches resulting in operational disruption, data loss and 

reputational damage.  In the case of data loss organisations can be exposed to significant 

fines and potentially legal action which they can ill afford. 

 

Cyber security is the practice of defending computers, servers, mobile devices, electronic 

systems, networks and data from malicious attacks, primarily from external sources. Cyber 

security covers a myriad of risks, but, primarily, these fall in to three key areas namely: 

• Potential breaches of confidentiality resulting from unauthorised access to 

systems or data; 

• Potential damage to the integrity of information through unauthorised alteration 

and/or manipulation; and, 

• Potential loss of, or disruption to, the availability of information and information 

systems. 

Furthermore the impact of the COVID-19 pandemic has touched all aspects of life including 

the workplace. The effects have reached far beyond what most had considered and 

introduced new challenges to all with cyber security being no exception. 
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A mature cyber framework helps an organisation to understand their cyber security risks 

and manage these through customised measures. It also helps with the response and 

recovery from cyber security incidents as well as allowing for continuous review and 

improvements to be made. The scope of this review considered the following areas: 

 

 

 Perimeter protection 

Information, applications and computers within the organisation’s internal 
networks should be protected against unauthorised access and 
disclosure from the internet, using boundary firewalls, internet gateways 
or equivalent network devices, with appropriate management of ports, 
protocols and services. 

  

 

Secure configuration 

Computers and network devices should be configured to reduce the level 
of inherent vulnerabilities and provide only the services required to fulfil 
their role.  

 

 

User access control 

User accounts should have robust protection, particularly those with 

special access privileges (e.g. administrative accounts), and should be 

assigned only to authorised individuals, managed effectively and provide 

the minimum level of access to applications, computers and networks and 

such accounts should be actively managed throughout their lifecycle. 

 

 

Malware protection 

Computers that are exposed to the internet should be protected against 
malware infection through the use of malware protection software.  

 

 

Patch management 

Software running on computers and network devices should be kept up-
to-date and have the latest security patches installed.  

 

 

Secure Home and Mobile Working 

The organisation should establish risk based policies and procedures that 
support mobile working or remote access to systems that are applicable 
to users, as well as service providers.  Users should be trained on the 
secure use of their mobile devices in the environments they are likely to 
be working in. 
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COVID – 19 

MIAA have also considered any changes to the control environment due to COVID-19. 

Considerations such as any changes needed to the design and implementation of internal 

controls with regards response and the understanding of the increased risk resulting from 

change, as well as the impact remote working has had on operational effectiveness. 
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3. Findings, Recommendations and Action Plan 

 

1. Perimeter Protection 

 
 

Risk Rating: Low 

Findings – The council had a robust process for managing firewall rules that had been formally 

documented within the Firewall Configuration Policy, which is aligned to the compliance 

requirements of the Cabinet Office and the Department for Work and Pensions (DWP). The 

policy included requirements relating to change management, the management of firewall 

rules, security auditing and the maintenance of the firewalls. Although the policy was dated 

March 2020, the document provided did not contain any document control details and as such 

no indication of a review date and therefore no guidance on how long these controls should be 

in place for nor did it provide detail of where it was approved. 

Information provided for the firewall products FortiAnalyzer VM, FortiGate 60D and FortiGate 

600D were all in vendor support at the time of the review, but as they were due to expire in 

February/March 2022, the council should ensure it has plans in place to ensure continuity of 

support. 

It was advised that firewall rules had not been subject to any changes within the last four years 

and therefore had not required review. The Network Manager would be automatically alerted 

to any attempted changes to the firewall. 

The main firewalls could only be accessed internally through the Meraki Network Management 

Tool (Cisco). The password policy for accounts accessing the firewall was confirmed to be a 

minimum of 12 characters with complexity enabled and a 90 day expiry. The Firewall 

Configuration Policy stated that vendor-supplied default passwords should be changed 

however there was no evidence that this had been checked to confirm it had taken place. 

Ports on switches were locked by default and could only be unlocked by an authorised user to 

the Network Management Tool. This prevents unauthorised users accessing the council 

network with unknown devices. A live demonstration of the console showed that ports were 

disabled when not in use.  

It was confirmed that antivirus, web and DNS filtering and IPS were activated on the firewalls. 

 

Specific Risk – Perimeter protection, as with other controls, should be considered in the context 

of the council’s risk appetite, risk assessment and security policies. Failure to provide 

appropriate boundary protection controls could mean that the council could be subject to a 

number of risks, including:- 

• Accidental or deliberate import or export of malware into systems or across partner/ 

third party connections. 
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• Exploitation of vulnerable systems by attackers to gain unauthorised access to 

compromise the confidentiality, integrity and availability of systems, services and 

information. 

• Damage to resources thereby harming the reputation of the council and resident 

confidence. 

  

Recommendation – Management should: 

i) Ensure that all firewall rules are regularly reviewed to confirm appropriateness; 

ii) Confirm that all vendor-supplied default passwords have been changed from 

default; 

iii) Plan for the continuity of support with the expiration dates within the next 12 months;  

iv) Consider including further document management details within policies and 

procedures to demonstrate review and ensure they remain consistent and effective.  

 

Management Response (Remedial Action Agreed) –  

i) Annual review of firewall rules to be implemented. 

ii) We normally change vendor supplied passwords – we will verify that this is the 

case across the estate. 

iii) Firewall support review is already scheduled into work programme for the year 

iv) Documents are to be stored within our new intranet facility which will have auto 

review dates and document control. 

 

Responsibility for Action – Keith Hollins, Innovation and Technology Manager 
 

Deadline for Action – End of quarter 2 

 

 

2. Secure Configuration Risk Rating: Low 

 

Findings – The requirement to harden devices was included within the Desktop Operating 

System and the Network Security Design security standard. A technical policy was provided to 

evidence potentially high risk file types are blocked by default. The application stores were 

removed from mobile devices to prevent the installation of unauthorised software. 

Standard built procedures were provided for android and Windows 10 devices as a base build 

however PCs were currently built to specification with individuals requesting applications 

specific to their requirements. It was advised that approximately 50 users were still using 

desktop PCs but the council will be utilising a solution provided by Workspace 365 to enable 

virtual workspaces and eliminating the need for varying application installation across the 

estate. Legacy devices had not been included within the standardisation measures but it was 

advised that they were not rebuilt and would be put onto a separate VLAN, if they were unable 

to be updated, to mitigate exposure to the network. 
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Policies state to remove or disable all the unnecessary accounts and it was advised that IT 

have separate administrator accounts to their regular user accounts, in alignment with 

recommended best practice, which was evidenced through an Active Directory extract. 

Although informed that autorun had been disabled for all media types, this was not 

demonstrated during the review to confirm the control was operating. 

  

Specific Risk – Systems that are not consistently locked down or hardened are particularly 

vulnerable to attacks. Failure to produce and implement policies that manage the secure 

configuration of their systems mean organisations will be subject to risks such as:- 

• Unauthorised changes to systems compromising confidentiality, integrity and 

availability. 

• Exploitation of insecure system configuration through unnecessary functionality that 

has not been locked down. 

 
 

Recommendation – Management should: 

i) Confirm whether autorun has been disabled and if not, formally assess the risk to 

the council of it not being implemented. 

ii) Continue with the plan of introducing the Workspace 365 solution to assist with the 

standardisation of builds.   

Management Response (Remedial Action Agreed) –  

i) We will verify autorun is disabled. 

ii) Standardisation of builds is to be enabled through the new workspace. 

 

Responsibility for Action – Keith Hollins, Innovation and Technology Manager 

Deadline for Action – 1 – End quarter 1, 2 – Solution to be rolled out by end quarter 2 

 

 

3. User Access Control Risk Rating: Medium 

 

Findings – An Active Directory extract containing 562 user/service accounts showed 78 

enabled accounts that last logged on to the network between March 2011 and June 2020. Of 

these 78, 22 were individual user accounts with the remaining 56 being either service or generic 

accounts. There were also 16 enabled accounts (7 individual users and 9 service/generic) that 

were showing a last log on date of 1601, often a default value used by Microsoft and should 

be investigated further to determine the correct date.  
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There was also a risk that any activity performed with accessible generic accounts may not be 

accountable to individual staff and that older accounts may still have default passwords that 

could potentially be weaker than the council’s current domain password settings.  

It was however confirmed that of 180 Azure users, all had logged on within the 48 hours prior 

to the report being ran. 

Although users currently gain access to the network using a username and password, there 

are plans to move to a multi factor authentication solution subject to an approved business 

case.  

Administrator accounts were uniquely identifiable and limited to IT staff. One administrator 

account, ncadmin, was noted to be enabled but not logged into since 6th September 2017. In 

addition, the account ‘xaadmin’ had not logged in since 15th November 2020. Both accounts 

do not comply with 10.3.4 of the Privilege User Access Controls security standard which stated 

that "Where a privilege user account has been dormant for four weeks it MUST be suspended”. 

It was advised that privileged accounts did not have email accounts but did have access to the 

Internet. Administrator accounts had the same password policy applied to them as standard 

accounts however they also had the addition of Multi Factor Authentication (MFA) for added 

security. 

The council’s process for managing starters and leavers was via a request from HR with any 

temporary staff that may not go through the standard procurement route, i.e. contractors, also 

requiring authorisation from HR before an account would be created, although this was not 

documented.  Processes for managing and monitoring staff moving / changing role within the 

organisation required strengthening to ensure user access permissions remain appropriate for 

the role.  We were advised this would be addressed with the work carried out to build the new 

workspace.  

Due to the size of the organisation, the procedures for resetting passwords to ensure security 

would be maintained had not been documented, as staff were well known to each other, 

however this exposed potential risk with the turnover of staff. 

 

Specific Risk – Failure to effectively manage user privileges could result in the following risks 

being realised:- 

• Accidental or deliberate misuse of privileges leading to unauthorised changes to 

configuration of systems, leading to a loss of the confidentiality, integrity or 

availability of information or ICT systems. 

• Increased attacker capability if they can use unused or compromise user accounts 

to carry out an attack. Ultimately attacks seek to gain access to root or 

administrative accounts to gain the fullest access to system information, services 

and resources. 

• Negating established security controls whereby attackers attempt to cover their 

tracks by making changes to security controls or deleting monitoring and auditing 

logs so that their activities are not detected. 

 

Recommendation – Management should: 
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i) Investigate enabled accounts that have been dormant for over 90 days, with 

particular attention to generic and administrative accounts with further actions taken 

as required to maintain council security. This should also become a periodic review 

of all active accounts to ensure they are appropriate; 

ii) Formally risk assess the requirement of administrator accounts having internet 

access to determine if this is necessary for operational purposes and if not that it 

can be disabled; 

iii) Document procedures for managing users, including the resetting of passwords to 

ensure compliance with the Access and Authentication Controls security standard;  

iv) Document all staff who have privileged access permissions and ensure this is 

subject to periodic review.  

 

Management Response (Remedial Action Agreed) –  

i) Dormant Accounts to be removed instead of purely disabled. 

ii) Administrator Accounts to be reviewed. 

iii) Starters, Movers and Leavers process to be reviewed to address all weaknesses. 

iv) Privileged Access will be reviewed and documented. 

 

Responsibility for Action – Keith Hollins, Innovation and Technology Manager 

 
 

Deadline for Action – All actions to be completed by end of quarter 2 

 

 

4. Malware Protection Risk Rating: Medium 

 

Findings – The council employed multiple measures to provide malware protection that 

included the Kaspersky Enterprise suite and Microsoft Defender and Advanced Threat 

Protection (ATP). Antivirus (AV) was deployed to all servers and endpoints as part of the 

standard build process however there were no AV compliancy reports provided to review 

coverage across the estate. Any devices that did not have AV installed, such as some mobile 

devices, had ATP. The Kaspersky solutions in use provided a full disaster recovery malware 

process in the event that malware was able to infiltrate the network out of hours. 

The AV solutions were configured to update automatically with minor updates deployed daily, 

however the Kaspersky console did not update clients with major upgrades until it was 

authorised and approved via the Change Advisory Board (CAB) to ensure staff were aware 

and to minimise potential disruption. This authorisation would be provided within 24 hours of 

the upgrade being made available.  

Kaspersky Endpoint Security was used to manage USB and removable media capability and 

blocks usage in accordance with Public Services Network (PSN) requirements. The council did 
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have a whitelist of permitted devices however this was restricted to devices without storage 

capability.  

A review of settings and internet activity were not confirmed to have taken place but it was 

advised that content filtering was reviewed to identify regular attempts to access blocked sites, 

with alerts received by the IT team for continual hits to blocked sites over a short time period.  

 

Specific Risk – Malware infections can result in the disruption of services, the unauthorised 

export of sensitive information, material financial loss and legal or regulatory sanctions. The 

range, volume and originators of information exchanged with the business and the technologies 

that support them provide a range of opportunities for malware to be imported. Examples 

include:- 

• Email – the primary path for internal and external information exchange and targeted 

for random attacks (phishing) through malicious file attachments. 

• Web browsing and access to social media through controlled browsing and access 

can provide an opportunity for an attacker to direct malicious content to individual 

users and lead to a malicious website or a system/application being compromised.  

• Removable media and personally owned devices. 

  

Recommendation – Management should: 

i) Review antivirus compliance reports for the council’s estate, reconciling AV 

coverage using different but comparable sources to identify any areas of 

vulnerability and apply appropriate mitigations and/or resolutions. 

ii) Expand proactive monitoring of users’ Internet activity to identify inappropriate or 

malicious usage to allow for investigation and / or follow-up. 

 

Management Response (Remedial Action Agreed) –  

i) Monitoring and AV Compliance reports to be discussed at the Security Forum that 

is being developed to review on going improvement and security compliance 

ii) As above 

 

Responsibility for Action – Keith Hollins, Innovation and Technology Manager 

 

Deadline for Action – End of quarter 2 

 

 

5. Patch Management  Risk Rating: Medium 
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Findings – The council had a documented Technical Vulnerability Management Policy and a 

Security Patching standard. The TVM Policy did not have an implementation date and therefore 

was not clear if it was still applicable although it was referred to in the Security Patching 

standard which was dated 26th August 2020. The scope of the Security Patching standard was 

defined as “product agnostic and applicable for all end-user devices and systems provisioned 

for departmental use”. 

Patches were pushed to devices with a 2 week delay from release unless it was classified as 

a critical/high risk update in which case it was immediately deployed. Although users had the 

ability to choose what time to restart their device to accept the updates, they were only 

permitted to postpone this for a week before the patches are automatically pushed to the 

endpoint. The documentation did not include the timescales for regular patching to be applied 

but did specify the 14 day requirement for critical/high risk patches. Example reports from a 

Windows 2008 r2 server, a Windows 2012 server and Windows 2016 server showed that they 

were fully patched with the 2012 and 2016 servers both configured for automatic updates 

however reports of overall server compliance were not provided for review. 

The council confirmed that they currently have unsupported applications and servers within 

their infrastructure, with unsupported software held for archived and retention purposes, 

however they have been segregated on to their own VLAN to mitigate the risk. It was advised 

that the council has embarked on a strategy of ‘mobile first/cloud bias’ which removes the 

requirement of having servers on the network as they would become services provided by a 

third party, Salesforce. Eight services were currently operating on internal applications and it 

was planned that by May 2022, 90% of the council’s systems would be cloud based services. 

 

Specific Risk – Systems that are not consistently patched are particularly vulnerable to attacks. 

Failure to produce and implement policies that manage the patching of their systems mean 

organisations will be subject to risks, such as increases in the number of security incidents, 

which may disrupt the services of the council. 

 
 

Recommendation – Management should: 

i) Review both server and desktop patching compliance reports that include the entire 

estate to identify any areas of vulnerability and apply appropriate mitigations and/or 

resolutions. 

ii) Progress the current plan to remove all unsupported applications and servers from 

the council network. 

iii) Update documented policies and procedures to ensure document control is applied 

and detail regarding the timescales for the applications of all patches are specified. 

 

Any residual risk should be place on the corporate risk register. 

 

 

Management Response (Remedial Action Agreed) –  
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i) Monitoring and AV Compliance reports to be discussed at the Security Forum that 

is being developed to review on going improvement and security compliance 

ii) On-going – and will be promoted at the Forum 

iii) Policy to be reviewed 

 

Responsibility for Action -  Keith Hollins, Innovation and Technology Manager 

 
 

Deadline for Action – 1 and 3 – End of quarter 2, 2 – Ongoing activity 

 

 

6. Secure Home and Mobile Working  Risk Rating: Medium 

 

Findings – The council had documented Mobile Device and Remote Access security standards 

to instruct technical staff on how to securely configure and manage devices and connections. 

However, there was no documentation available for review to guide users on how they should 

maintain security when working remotely. It was advised that there was an Acceptable Use 

Policy and an IT Security Policy for users but neither was provided for review. IT staff were 

alerted of failed log in attempts and reviewed where users were accessing council connections 

from to ensure it was legitimate.  The council was planning to restrict permitted regions for 

access, for example, to only allow connections from the UK.  

Citrix Workspace was used to deliver the organisation’s remote access solution, using multi 

factor authentication. It was advised that the council would be moving to a Zero Trust model of 

mobile working that would channel the user through a multi factor gateway away from the 

internal council network. Access from mobile devices was through a secure VPN and prevents 

data leakage. Devices were also directed through Advanced Threat Protection (ATP) before 

they connected to networked storage solutions. 

Within the Privilege User Access Controls (Part 2) security standard provided for review, there 

were detailed controls around these accounts which included the review of suitability and 

permissions however the document did not mention a review of the activity carried out by the 

user to ensure only authorised, appropriate actions had been performed.  

IT staff could use both attended, when a code would be required, and unattended methods to 

provide remote support to users. It was advised that the process and protocols required for IT 

staff to remotely access user devices was known to the IT team but not documented.  

The council did not confirm whether there were logs available to show when IT staff had 

accessed a device remotely either in the presence of a user or without permission required to 

enable the connection.  

Awingu was used to allow third party support access to the council network, a standalone 

gateway limiting access to a specified server. Third party accounts would have administrative 

privileges for its permitted areas however they were disabled by default, enabled by request 
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for the stated duration of use only and fully monitored when utilised. These accounts were also 

restricted from moving files directly on to servers and were required to first move any files to a 

shared IT server to be verified as appropriate. 

 

Specific Risk – Failure to implement or adequately monitor remote access and working may 

result in increased security incidents, increased downtime and loss of confidential information 

resulting in financial penalties and reputational damage 

 
 

Recommendation – Management should: 

i) Clarify the availability of logs which show IT remote support access and introduce 

periodic auditing to ensure appropriateness of activity. 

ii) Formally document procedures for users on how to access and use remote access 

solutions.     

iii) Risk assess the requirement for restriction of regions and ensure any 

implementation is fully documented. 

 

Management Response (Remedial Action Agreed) –  

i) Connectivity logs exist for users accessing devices, this is done through Awingu for 

remote support. There is a reporting engine for GoToAssist, our internal system, 

and this provides reports on attended issues, etc. We will add into our internal 

processes the addition of the call number into the log for any connectivity. This way 

any connection to a device can be related to the reason as to why the connectivity 

took place.  

ii) New procedures for remote access to be documented in line with implementation of 

Workspace 365. 

iii) Regional access and multi factor authentication already under investigation. 

 

Responsibility for Action – Keith Hollins, Innovation and Technology Manager 

 
 

Deadline for Action – End of quarter 2 
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Limitations inherent to the internal auditor’s work 

We have undertaken the review of the  process, subject to the following limitations.  

Internal control 

Internal control, no matter how well designed and operated, can provide only reasonable and 

not absolute assurance regarding achievement of an organisation's objectives. The likelihood 

of achievement is affected by limitations inherent in all internal control systems. These include 

the possibility of poor judgement in decision-making, human error, control processes being 

deliberately circumvented by employees and others, management overriding controls and the 

occurrence of unforeseeable circumstances. 

Future periods 

The assessment of controls relating to the process is that at March 2021. Historic evaluation 

of effectiveness is not always relevant to future periods due to the risk that: 

• The design of controls may become inadequate because of changes in the operating 

environment, law, regulation or other; or  

• The degree of compliance with policies and procedures may deteriorate. 

Responsibilities of management and internal auditors 

It is management’s responsibility to develop and maintain sound systems of risk management, 

internal control and governance and for the prevention and detection of irregularities and fraud. 

Internal audit work should not be seen as a substitute for management’s responsibilities for 

the design and operation of these systems. 

We shall endeavour to plan our work so that we have a reasonable expectation of detecting 

significant control weaknesses and, if detected, we shall carry out additional work directed 

towards identification of consequent fraud or other irregularities. However, internal audit 

procedures alone, even when carried out with due professional care, do not guarantee that 

fraud will be detected.  The organisation’s Local Counter Fraud Officer should provide support 

for these processes 

.
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Appendix A: Assurance Definitions and Risk Classifications 

Level of 

Assurance 

Description 

High There is a strong system of internal control which has been effectively designed to meet 

the system objectives, and that controls are consistently applied in all areas reviewed. 

Substantial There is a good system of internal control designed to meet the system objectives, and 

that controls are generally being applied consistently.  

Moderate There is an adequate system of internal control, however, in some areas weaknesses in 

design and/or inconsistent application of controls puts the achievement of some aspects 

of the system objectives at risk. 

Limited There is a compromised system of internal control as weaknesses in the design and/or 

inconsistent application of controls puts the achievement of the system objectives at risk. 

No There is an inadequate system of internal control as weaknesses in control, and/or 

consistent non-compliance with controls could/has resulted in failure to achieve the system 

objectives. 

 

Risk Rating Assessment Rationale 

Critical Control weakness that could have a significant impact upon, not only the system, function 

or process objectives but also the achievement of the organisation’s objectives in relation 

to: 

• the efficient and effective use of resources 

• the safeguarding of assets 

• the preparation of reliable financial and operational information 

• compliance with laws and regulations. 

High Control weakness that has or is likely to have a significant impact upon the achievement 

of key system, function or process objectives.  This weakness, whilst high impact for the 

system, function or process does not have a significant impact on the achievement of the 

overall organisation objectives. 

Medium Control weakness that: 

• has a low impact on the achievement of the key system, function or process 

objectives; 

• has exposed the system, function or process to a key risk, however the likelihood 

of this risk occurring is low. 

Low Control weakness that does not impact upon the achievement of key system, function or 

process objectives; however implementation of the recommendation would improve 

overall control. 
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Appendix B: Report Distribution 

Name Title Report 

Distribution 

Brendan Carlin Assistant Chief Executive PDF 

Paul Wood Head of Customer Operations PDF 

Paula McKenzie Assurance, Risk and Audit Manager PDF 

Keith Hollins Innovation and Technology Manager PDF 

 

Discussion meeting held with 

Name Title Date 

Keith Hollins Innovation and Technology Manager 28/04/2021 

 

Review prepared on behalf of MIAA by 

Name Gemma Owens 

Title Senior Technology Risk Assurance Manager 

 
07717 720 389 

 
Gemma.Owens@miaa.nhs.uk  

 

Name Paula Fagan 

Title Head of Technology Risk Assurance 

 
0151 285 4562 

 
Paula.Fagan@MIAA.NHS.UK  
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MIAA would like to thank all staff for their co-operation and assistance in completing this 

review. 

This report has been prepared as commissioned by the organisation, and is for your sole use. 

If you have any queries regarding this review please contact the Senior Technology Risk 

Assurance Manager.  To discuss any other issues then please contact the Head of Technology 

Risk Assurance. 

 

 

MIAA would be grateful if you could complete a short survey using the link below to provide 

us with valuable feedback to support us in continuing to provide the best service to you. 

https://www.surveymonkey.com/r/MIAA_Client_Feedback_Survey 

 

 

Page 47

https://www.surveymonkey.com/r/MIAA_Client_Feedback_Survey


This page is intentionally left blank

Page 48



Allerdale Borough Council 
 

Audit Committee – 29 June 2021 

 

Audit Charter Report 

 
 
Portfolio holder   Councillor Colin Sharpe 

Report from    Paula McKenzie 

Wards affected   None specifically 

Is this a key decision  No 
 

 
 

1.0 The reason for the decision 

 
1.1 To set out how we intend to deliver an Internal Audit Service in line with the Public 

Sector Internal Auditing Standards (PSIAS) 1 April 2017. 
 

2.0  Recommendations 

 
2.1 To accept the Assurance Risk and Audit Charter. 
 

3.0  Background and Introduction 

 
3.1 The PSIAS were revised and introduced 1 April 2017. The review was to interpret 

the Chartered Institute of Internal Audit Standards to achieve consistent application 
in Public Sector. These standards clarify the position in relation to additional roles 
and responsibilities undertaken by Internal Audit and these should be defined with 
the Audit Charter alongside how any impairments to independence and objectivity 
will be overcome.  

 

4.0  Content (to include alternative options considered) 

 
4.1 The Public Sector Internal Auditing Standard 1000, Purpose, Authority and 

Responsibility states: 
      

     ‘The internal audit charter is a formal document that defines the internal audit 
activity’s purpose, authority and responsibility. The internal audit charter establishes 
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the internal audit activity’s position within the organisation, including the nature of 
the chief audit executive’s functional reporting relationship with the board; 
authorises access to records, personnel and physical properties relevant to the 
performance of engagements; and defines the scope of internal audit activities. 
Final approval of the internal audit charter resides with the board’ 

 
 At Allerdale Borough Council the roles and responsibilities of the ‘board’ are carried 

out by the Audit Committee, the role of ‘senior management’ is carried out by the 
Senior Management Team and the Chief Audit Executive is the Assurance, Risk 
and Audit Manager. 

 
 The Assurance Risk and Audit Charter has been updated to reflect these 

responsibilities. (See appendix to this report) 
 

5.0 Implications and Impact 

5.1 Contribution to Council Strategy Priorities, Outputs and Outcomes  

Acceptance of the Assurance, Risk and Audit Team’s work provides a direct and 
indirect contribution to the achievement of the Council’s priorities, in accordance 
with the Assurance, Risk and Audit Service Plan. 

5.2 Finance/Resource implications 

 The charter supports the delivery of Internal Audit resource at Allerdale Borough 
Council.  

 

5.3 Legal and governance implications  

This charter has been completed in line with the requirements of the Public Sector 
Internal Audit Standards (PSIAS). 
 

5.4 Risk analysis 

This contributes to the effectiveness of the Assurance Risk and Audit Team in 
Enterprise-wide Risk Management. 

 

5.5 Equality impacts 

 Equality Impact Analysis considered – not required. 
 

5.6 Health and Safety impacts 

None. 

5.7 Health, wellbeing and community safety impacts 

 None. 
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5.8 Environmental/sustainability impacts 

 None. 

5.9 Other significant implications 

 None. 
 

Appendices attached to this report 

 

Appendix number Title of appendix 

1 The Internal Audit Charter 

 
 
Report author(s) and contact officer(s): 
Paula McKenzie 
Assurance Risk and Audit Officer 
paula.mckenzie@allerdale.gov.uk 
Tel no. 01900 702987 
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The Internal Audit Charter 

This Charter establishes the purpose, authority and responsibilities for the internal audit 

service for Allerdale Borough Council, in accordance with the UK Public Sector Internal Audit 

Standards. The Internal Audit Strategy sets out how the Council’s internal audit service will 

be developed and delivered in accordance with the Internal Audit Charter. 

The Charter will be reviewed annually and presented to Allerdale Borough Council’s senior 

management and the Audit Committee to note. 

Definition 

Internal Audit is defined by the Public Sector Internal Audit Standards (PSIAS) as: 

“an independent, objective assurance and consulting activity designed to add value and 

improve an organisation’s operations. It helps an organisation accomplish its objectives by 

bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk 

management, control and governance processes.” 

For the purposes of the PSIAS and this Audit charter: 

 The Assurance, Risk and Audit Manager is designated as the “Chief Audit 

Executive”; 

 The Audit Committee are designated as the “Board”; 

 The Senior Management Team is designated as “Senior Management”. 

Purpose 

Internal audit provides independent and objective assurance to Allerdale Borough Council 

through its Members, the Senior Management Team, Chief Officer of Place and Governance 

and Monitoring Officer and in particular the Chief Officer of Assets and Section 151 Officer, 

to help discharge responsibilities under S151 of the Local Government Act 1972, relating to 

the proper administration of the Council’s financial affairs. 

In addition, the Accounts and Audit Regulations (2015) specifically require the provision of 

an internal audit service. In line with regulations, Internal Audit provides independent 

assurance on the adequacy of the Council’s governance, risk management and internal 

control systems. 

Authority and Access to Records 

In undertaking their duties and responsibilities, Internal Audit (which includes in house staff 

and contractors) shall be entitled to have full access to all of the Council’s data, records, 

cash, stores, property, assets, personnel and information whether manual or computerised, 

it considers necessary to fulfil its responsibilities. Audit and Investigation staff may enter 

Council property and have unrestricted access to all locations and officers where necessary, 

on demand, and without prior notice. Council staff are expected to provide every possible 

assistance to facilitate the progress of audits and investigations. 

All records, documentation and information accessed in the course of undertaking audit 

reviews and investigations shall be used solely for that purpose. All audit and investigation 

staff are responsible for maintaining the confidentiality of information received in the course 

of their work. 
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The Audit Committee 

The Chief Audit Executive is required to provide the Council with an annual opinion, reported 

through the Audit Committee, on the adequacy and the effectiveness of the internal control 

system for the whole Council. To achieve this, the internal audit function has the following 

objectives: 

 To provide a quality, independent and objective audit service that effectively meets 

the Council’s needs, adds value, improves operations and helps protect public 

resources; 

 To provide assurance that the Council’s operations are being undertaken in 

accordance with relevant internal and external regulations, legislation, internal 

policies and procedures; 

 To provide assurance that significant risks to the Council’s objectives are being 

identified and managed; 

 To provide independent assurance over the corporate governance arrangements in 

place across the Council; 

 To provide advice and support to management to enable an effective control 

environment to be maintained; 

 To promote an anti-fraud, anti-bribery and anti-corruption culture with the Council to 

aid the prevention and detection of fraud; 

 To evaluate specific operations or issues at the request of the Audit Committee, as 

appropriate; 

 To undertake investigations where there is suspected fraud, bribery or corruption 

including the misuse of Council resources; 

 and 

 To provide a systematic, disciplined approach to evaluate and improve the 

effectiveness of risk management, internal control and governance processes. 

There are inherent limitations in any system of internal control and thus error or irregularities 

may occur and may not be detected by internal audit’s work. When undertaking audit 

reviews, internal audit will provide management with comments and report on failures or 

weaknesses in internal control systems together with recommendations for remedial action. 

It remains a management responsibility to maintain an effective system of internal control 

and to have adequate systems in place to prevent and detect fraud. 

Where appropriate, Internal Audit may undertake consulting work for the benefit of the 

Council. Internal Audit may also provide assurance to the Council on third party operations 

(such as contractors and partners) where this has been provided for as part of any 

associated contract. 

Reporting 

The UK Public Sector Internal Audit Standards require the Chief Audit Executive to report 

directly to the top of the organisation and those charged with governance. This will be 

achieved through the following framework: 

 The Internal Audit Strategy and Charter and any amendments to them will be 

reported to the Audit Committee; 

 The Annual Internal Audit Plan will be compiled by the Chief Audit Executive, taking 

account of the Council’s risk framework and following discussions with senior 

managers. The audit plan will be subject to review by the Council’s Senior 
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Management Team and will then be reported to the Audit Committee for noting and 

comment; 

 The Internal Audit budget is reported to Full Council for approval, as part of the 

overall Council budget; 

 The adequacy, or otherwise of the level of internal audit resources, as determined by 

the Chief Audit Executive and the independence of internal audit will be reported to 

the Audit Committee. The approach to providing resources is set out in the Internal 

Audit Strategy; 

 Internal audit outcomes and progress with the Internal Audit Plan will be reported 

regularly to the Council’s Section 151 Officer and to the Council’s Senior Managers. 

 Performance against the Internal Audit Plan and any significant risk exposures and 

control issues arising from audit work will be reported regularly to the Audit 

Committee; 

 Any significant consulting activity not already included in the audit plan and which 

might affect the level of assurance work undertaken will be reported to the Audit 

Committee; 

 Any instances of non-conformance with the Public Sector Internal Audit Standards 

will be reported to the Audit Committee and will be included in the annual report of 

the Chief Audit Executive. If there is significant non-conformance this may be 

included in the Council’s Annual Governance Statement. 

Independence 

The Chief Audit Executive will have free and unfettered access to the following: 

 The Chief Executive; 

 The Chair of the Audit Committee; 

 The Monitoring Officer; 

 The Section 151 Officer 

 All Members of the Senior Management Team. 

The independence of the Chief Audit Executive is further safeguarded by ensuring that any 

appraisal of personal performance is not unduly influenced by those subject to audit. This is 

achieved by ensuring that both the Chief Executive and the Chair of the Audit Committee 

have the opportunity to contribute to, and/or review the appraisal of the Assurance Risk and 

Audit Manager. 

All Council and contractor staff in the Internal Audit Service are required to make an annual 

declaration of any potential conflicts to ensure that auditors’ objectivity is not impaired and 

that any requirements of the Council. 

Internal Audit may provide consultancy services, such as providing advice on implementing 

new systems and controls. However, any significant consulting activity not already included 

in the audit plan and which might affect the level of assurance work undertaken will be 

reported to the Audit Committee. To maintain independence, any audit staff involved in 

significant consulting activity will not be involved in the audit of that area for at least 12 

months. 

The Chief Audit Executive and Internal Auditors in the service where possible will not assign 

a review of any area to the same internal auditor for more than three consecutive years and 

individuals observe this standard to maintain independence and objectivity.  
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Internal Audit must remain independent of the activities that it audits to enable auditors to 

make impartial and effective professional judgments and recommendations. Internal auditors 

have no operational responsibilities towards the systems and functions audited. 

Internal Audit is involved in the determination of its priorities in consultation with those 

charged with governance. The Chief Audit Executive has the freedom to report without fear 

or favour to all officers and particularly to those charged with governance. 

Accountability for the response to the advice and recommendations of internal audit lies with 

management. Managers must either accept and implement the advice and 

recommendations, or formally reject them accepting responsibility and accountability for 

doing so. 

Counter Fraud, Corruption and Irregularity 

Managing the risk of fraud and corruption is the responsibility of management. Internal audit 

procedures alone cannot guarantee that fraud or corruption will be prevented or detected. 

Auditors will, however be alert in their work to risks and exposures that could allow fraud, 

corruption or other irregularity. 

Due Professional Care 

The Internal Audit Function is bound by the following standards: 

 Institute of Internal Auditors’ (IIA) International Code of Ethics 

 Seven Principles of Public Life (Nolan Principles); 

 UK Public Sector Internal Audit Standards; 

 All Council Policies and Procedures; 

 All relevant legislation. 

Internal Audit is subject to a Quality Assurance and Improvement Programme that covers all 

aspects of internal audit activity. This consists of an annual self-assessment of the service 

and its compliance with the UK Public Sector Internal Audit Standards, ongoing performance 

monitoring and an external assessment at least once every five years by a suitably qualified, 

independent assessor. 

 

Date Charter 
Reviewed by 

Position Authorised By Position 

January 2019 Paula 
McKenzie 

Assurance Risk 
and Audit 
Officer 

Emma 
Thompson 

Assurance Risk 
and Audit 
Manager 

June 2020 Paula 
McKenzie 

Assurance Risk 
and Audit 
Officer 

Emma 
Thompson 

Assurance Risk 
and Audit 
Manager 

March 2021 Paula 
McKenzie 

Assurance Risk 
and Audit 
Officer 

Sharon Sewell Chief Officer of 
Place and 
Governance 
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Allerdale Borough Council 
 

Audit Committee – 29 June 2021 

 

Audit Plan and Strategy 2021/22 
 

 
Portfolio holder   Councillor Colin Sharpe 

Report from    Paula McKenzie 

Wards affected   None specifically 

Is this a key decision  No 
 

 
 

1.0 The reason for the decision 

 
1.1 To set out how we intend to deliver an Internal Audit Service in line with the Public 

Sector Internal Auditing Standards (PSIAS) 1 April 2017. 
 

2.0  Recommendations 

 
2.1 To approve the Assurance Risk and Audit strategy and resource plan 2021/22. 
 

3.0  Background and Introduction 

 
3.1 The strategy sets out how the ARA Manager develops the resource plan. There 

have been no significant changes to the methodology for developing the Audit Plan, 
this has simply been refreshed to include the current priorities. (See appendix 1). 

  

 3.2 The PSIAs 2010 Planning, requires: 

The ‘Chief Audit Executive’ must establish risk-based plans to determine the 
priorities of the internal audit activity, consistent with the organisation’s goals. 

Interpretation: 

To develop the risk-based plan, the Chief Audit Executive (Assurance Risk and 
Audit Manager) consults with senior management and the board and obtains an 
understanding of the organisation’s strategies, key business objectives, associated 
risks and risk management processes. The Chief Audit Executive must review and 
adjust the plan, as necessary, in response to changes in the organisation’s 
business, risks, operations, programmes, systems, and controls. 
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          Public sector requirement 

The risk-based plan must take into account the requirement to produce an annual 
internal audit opinion and the assurance framework. It must incorporate or be linked 
to a strategic or high-level statement of how the internal audit service will be 
delivered and developed in accordance with the internal audit charter and how it 
links to the organisational objectives and priorities 

 

4.0  Content (to include alternative options considered) 

 
4.1 The resource plan (appendix 2) presented for your approval is based on the 

Assurance Risk and Audit Strategy 2021/22 and incorporates the requirements of 
the PSIAs and the Audit and Accounts and Audit (England) Regulations 2015 
(amended), the Accounts and Audit (Wales) regulations 2005, section 95 of the 
Local Government (Scotland) Act 1973 and the Amendment to the Local 
Government (Accounts and Audit) Regulations (Northern Ireland) 2006. 

 
4.2 The allocation of days to each area has been taken on a risk based approach based 

on the total income and expenditure for each area, corporate insight of risks and 
issues arising in these areas, the nature and number of corporate risks and the of 
corporate priorities assigned for delivery in 2021/22.  

 
4.3 The audit reviews have been allocated lead auditors within the plan based on their 

mix of knowledge, skills and competencies were possible, all audit reviews are 
supervised by the ARA Officer, and her work is reviewed by the AR Auditor. 

 

Audit Area Lead Auditor Days Allocated 

Finance – Treasury 
Management 

MIAA 10 

Finance – Main 
Accounting 

MIAA 22 

Revenues and Benefits AR Auditor 22 

Risk Management  ARA Officer 11 

ICT ARA Manager / Out 
Sourced ICT Audit 

17 

Culture and Ethics  AR Auditor 11 

Car Parking Income AR Auditor 11 

Latco - Allerdale Waste 
Services 

AR Auditor 27 

 
4.4 The plan includes a high level overview of the additional assurance and consulting 

activities undertaken by the team, these estimated budgets have been devised 
using previous performance information, corporate insight into activities going 
forward along with resource for investigations, advice and fraud work. 

 
4.5  Internal Audit is a non-critical service, the team have provided redeployment 

resource to critical services as part of the Covid-19 response as well as being under 
resourced since September 2020 due to this reduction in resource we have 
prioritised the statutory audits for delivery in 2021/22.  
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Assurance Risk and Audit have an agile approach, meaning Assurance Risk and 
Audit can adapt when needed and work quickly to help the rest of the organisation 
address an increasingly chaotic, unpredictable environment and the audit 
methodology must be flexible enough to support these changes throughout the 
year.  

 

5.0 Implications and Impact 

5.1 Contribution to Council Strategy Priorities, Outputs and Outcomes  

Acceptance of the Assurance, Risk and Audit Team’s work provides a direct and 
indirect contribution to the achievement of the Council’s priorities, in accordance 
with the Assurance, Risk and Audit Service Plan. 

 

5.2 Finance/Resource implications 

 The plan will be based on the Full Time Equivalent resource of the Assurance, Risk 
and Audit Team, the standard bought in days for ICT Audit work and due to reduced 
resource, will also include additional bought in days from MIAA to help complete the 
mandatory reviews. 

 

5.3 Legal and governance implications  

 As stated in 3.2 and in accordance with the Public Sector Internal Audit Standards 
(PSIAS). 

 

5.4 Risk analysis 

This contributes to the effectiveness of the Assurance Risk and Audit Team in 
Enterprise-wide Risk Management. 

5.6 Equality impacts 

 Equality Impact Analysis considered – not required.  
 

5.7 Health and Safety impacts 

None. 
 

5.8 Health, wellbeing and community safety impacts 

 None. 
 

5.9 Environmental/sustainability impacts 

 None. 
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5.10 Other significant implications 

 None. 
 

Appendices attached to this report 

 

Appendix number Title of appendix 

1 Strategic Plan 

2 ARA Resource Plan 

 
 
Report author(s) and contact officer(s): 
Paula McKenzie 
Assurance Risk and Audit Officer 
paula.mckenzie@allerdale.gov.uk 
Tel no. 01900 702987 
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Assurance, Risk and Audit  
Strategic Plan 2021/22 

Delivering independent assurance, advice and 

consulting services to Allerdale Borough Council to 
support the achievement of objectives and the delivery 

and coordination of organisational integrated assurance. 

Delivering Value Differently 

“Allerdale – a great place to live, work and visit” 
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1      Introduction 

1.1    During 2015/16 the Council improved the risk management framework by embedding and 
committing to an Integrated Assurance Strategy, based on the three lines of defence model, 
incorporating a risk framework that is in line with risk management best practice. The Council 
has a maintained Risks and Issues Log for corporate risks to the achievement of the Council’s 
objectives outlined in the Council Strategy 2020-30. The Council produces a Delivery Plan, 
which will outline what all services wish to achieve in the current financial year, this will assist 
with the prioritisation of Assurance activities going forward. 

1.2   This strategy must demonstrate the balance between the corporate need for internal audit 
advice, guidance and assurance, and the statutory responsibilities of the Account and Audit 
Regulations 2015, the standards and expectations of the Public Sector Internal Auditing 
Standards (PSIASs), the Constitution, external stakeholders and the Audit Committee. The 
Delivering Good Governance Framework 2016 also defines the follow up of agreed actions and 
the regular audit of risk management, performance and data quality as some of the criteria of 
good governance.  

  1.3   To ensure efficiency and effectiveness the majority of Assurance, Risk and Audit work should be 
providing advice and guidance within the first line of defence, in a proactive role looking forward 
rather than a reactive role looking back on past events, whilst maintaining the necessary 
independence and objectivity. The Assurance, Risk and Audit Team will continue to have an 
active role supporting the Programme Office where requested providing assurances over the 
risk management, governance and control activities throughout the project lifecycle from 
business case to post implementation review. Improving fraud awareness is a continuing priority 
and is detailed within this year’s plan. The Assurance Risk and Audit team will continue to be 
the main point of contact for the National Fraud Initiative and coordinate these activities on an 
ongoing basis. 

1.4 The role of the team to support Enterprise Wide Risk Management best practice will continue. 
Audit meet the individual members of SMT at least annually to go through their risk profile and 
provide them with any support they need with the risk management process and to facilitate any 
risk profiling support when new risks emerge. 

2       What is Risk based Internal Auditing?  

2.1    The Chartered Institute of Internal Auditors defines risk based internal auditing (RBIA) as a 
methodology that links internal auditing to an organisation's overall risk management 
framework. RBIA allows internal audit activity to provide assurance to the Audit Committee and 
senior management that risk management processes are managing risks effectively, in relation 
to the stated risk appetite. RBIA seeks at every stage to reinforce the responsibilities of 
management, the Executive and Audit Committee for managing risk and recommend 
enhancements to improve the efficiency and effectiveness of these processes. 
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2.2 Applying the principles of risk based internal auditing. 

 

3 Resource 

3.1   The approach for the plan this year has been developed by the team to ensure the resource is 
aligned to the Council Strategy Delivery Plan 2021-22, where the time spent will add most value 
to the achievement of organisational goals. This strategy will detail how the annual plan will be 
delivered in accordance with the Assurance Risk and Audit Charter and the organisations 
objectives and priorities. The risk based plan will include sufficient work to produce an annual 
opinion on the adequacy of the assurance framework to support the Annual Governance 
Statement.  

3.2   The plan will be based on the Full Time Equivalent resource of the Assurance, Risk and Audit 
Team with specialist ICT bought in via the joint procurement with the Lancashire and District 
Audit Group members, due to reduced resource the team will also look to buy in support from 
the MIAA. The plan will be broken down into all areas of work, to provide a guide to internal 
audit activity and apply the elements of Performance Standard 2000, which states the risk 
based plan must incorporate or be linked to a strategic or high-level statement of how the 
service will be delivered and how it links to the organisational objectives and priorities. We will 
endeavour to allocate specific reviews to team members at the earliest opportunity. To further 
enhance this plan where possible the PSIASs link will be made against the relevant activities. 

4      Audit Plan 

4.1 Moving forward and in line with the Planning Performance Standard 2010 the plan will be 
prioritised in relation to the risk management activities and organisational objectives for each 
area of the Council. For 2021/22 these will be defined by the Council in a number of ways: 

 The 2021/22 budget 

 Council Strategy Delivery Plan 2021-22 – key projects to be delivered which directly link 
with the strategic objectives of the Council set out in the Council Strategy 2020-30 Page 65



    

 The Corporate Risks and Issues log 

 Service Risk Registers 

 Annual Governance Statement significant issues 

 Areas of risk arising from previous reviews 

 Outcomes from annual risk meetings with the Senior Management Team 

 Organisational insight gained from corporate support and consultancy work 

4.2   This information will be used to create an Audit plan focused on adding maximum value to the 
biggest priorities at Allerdale, this focus will drive efficiency and effectiveness in project delivery 
and ensure the benefits from improvements are experienced throughout the business. The plan 
of reviews will be made up of two parts, risk based statutory assurance reviews and where 
resource allows risk based assurance reviews. 

5      Statutory Audit and Assurance Reviews 

5.1 The Accounts and Audit Regulations 2015 make the ‘body’ (Council) responsible for 
‘maintaining an adequate and effective internal audit’ service. The internal audit service must 
complete sufficient work to provide an opinion over the adequacy of the system of internal 
control for the Council’s financial systems.  

5.2    A risk based approach will be followed for 2021/22. The risk profile and assurances in place for 
Financial Services, Revenues and Benefits, Car Parks and Allerdale Waste Services will be 
used to scope each review following the methodology in the table below. 

 Financial Services – From 21/22 a three-year programme has been put in place which 
ensures that each main financial system is reviewed in more depth at least once every 
three years. Management also has a responsibility to ensure that all financial systems 
continue to operate effectively each year. 

The PSIAS also highlight the following areas as key areas for review: 

ICT - The internal audit activity must assess whether the information technology governance of 
the organisation supports the organisation’s strategies and objectives. 

Risk Management - The internal audit activity must evaluate the effectiveness and contribute to 
the improvement of risk management processes. 

Ethic and Cultures - The internal audit activity must evaluate the design, implementation and 
effectiveness of the organisation’s ethics-related objectives, programmes and activities. 

 

Methodology for Planning the Scope of 
Statutory Reviews 

Assurance and Risk Rationale 

Follow up of agreed actions and or actions 
from other assurance providers. 

Directing resource to areas highlighted as high 
risk or limited assurance 

Identify where assurances exist and how these 
can be evidenced 

Identify where opportunities for improvement 
can be realised and promote management 
ownership of risk management and assurance. 

Meetings with Heads of Service and key Consideration of key business priorities as 
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Officers to establish the key operational 
priorities and issues for this year. 

defined by stakeholders 

Review of the Corporate Risks and Issues Log 
and Service Risk Assessments  

To validate and prioritise the scope of work to 
add value and improve governance, risk 
management and control processes.  

Outline an independent testing plan with input 
from all team members to ensure all aspects of 
corporate knowledge and experience is 
included. 

To validate the activities defined by the service 
as providing assurance and managing key 
risks as part of the service assurance map and 
risk registers. To direct resource to the highest 
risks and main objectives for the service. 

Deliver comprehensive, visual results together 
where possible– one report for Financial 
Services and one for Revenues and Benefits. 

Improves productivity with more efficient and 
effective delivery of services, more time 
providing assurance less time report writing. 
Aligning audit delivery with service delivery 
making improvements more practicable for 
implementation – all in one place approach. 

6      Risk Based Assurance Reviews  

6.1    Our aim is to add value by providing assurance for risk management, internal control and 
governance to the most significant business areas. Adding value to areas that matter the most 
in terms of risk and objectives supports our business partnering role.  

6.2    Audit Reviews will also be completed for areas identified in the risk assessment approach 
defined in Section Four above. The scope of work will be defined in real time when the area 
appears next in the ARA work schedule. ARA resource will focus on the highest risks and the 
main objectives the service intend to deliver to support the achievement of the Business Plan 
21/22 and ultimately the Council Strategy 2020-30.  

6.3 Internal Audit is a non-critical service, the team have provided redeployment resource to critical 
services as part of the Covid-19 response. Due to this reduction in resource we have prioritised 
the statutory audits for delivery in 2021/22.  

 Assurance Risk and Audit have an agile approach, meaning Assurance Risk and Audit can 
adapt when needed and work quickly to help the rest of the organisation address an 
increasingly chaotic, unpredictable environment and the audit methodology must be flexible 
enough to support these changes throughout the year. 

6.4   To maintain independence work will be planned and allocated to the appropriate team member 
to ensure the standards are met and assurance is not impaired, such as where possible rotating 
staff at least every three years and ensuring where possible no reviews are completed by 
officers who have had previous responsibilities in the service area. 

7       Approval and Communication 

7.1   This has been developed to ensure the council receives maximum benefit from the limited 
Internal Audit resource available. We endeavour to move with the changing nature of Local 
Government challenges and ensure we can make a direct impact on the delivery of council 
priorities.  

   7.2   The Audit Committee approves these plans in line with the Assurance Risk and Audit Charter 
and Terms of Reference. Plans are communicated and consulted with the Senior Management 
Team prior to approval. This strategy allows for flexibility in approach to respond to business 
needs, changes in the operating environment and corporate governance support. The service 
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will continue to encourage advice and guidance support at the earliest opportunity to ensure 
technical advice is provided at the right time to strengthen the decision making process.  
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Assurance Risk and Audit Plan 2021/22  01 April 2021     

        

Establishment  

ARAM ARAO ARAA 
ICT 

auditor 

External 
Auditors 
(MIAA) 

GSA 

        

ARAM Full time  (1 post for the full year) 0             

ARAO Full time  (1 post for the full year) 260   260         

ARAA Part Time (22.5 hours) 156     156       

ICT Auditor 12       12     

External Audit (MIAA)           48   

GSA Support 4           4 

Total Days  432 0 260 156 12 48 4 

         

Less Annual/Statutory 64   37 27       

Days available 368 0 223 129 12 48 4 

        

Non-chargeable time  58   40 18       

Training/Exam Leave 24   14 10       

Sickness & other leave 9   6 3       

        

Total Chargeable Days 277 0 163 98 12 48 4 
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Use of chargeable days  

ARAM ARAO ARAA 
ICT 

auditor 

External 
Auditors 
(MIAA) 

GSA 

         

Statutory Reviews and Assurance Reviews 127 0 22 45 12 48 0 

  0             

Finance - Treasury 10   2     8   

Finance - Main Accounting (including some 
receipts and Banking scope) 22   2     20   

  0             

Revs and Bens 22   2     20   

ICT  14   2   12     

Cash Management 11   1 10       

Risk Management (PSIAS standard 2120)  11   10 1       

Ethics &Culture  10   1 9       

  0             

Latco Allerdale Waste Services 27   2 25       

  0             

Assurance reviews - allocated on a risk basis 
as per strategy. 0 0 0 0 0   0 

  0             

Work Brought Forward (20/21 plan) 40   25 15       

Assurance and Risk - Risk 
facilitation/profiling/mapping/team meetings 8   6 2       

Performance Management 9   6 3       
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Democratic Representation & Management incl 
AC 22   20 2       

Corporate Support (AGS) 70   48 20     2 

Peer Review 5   4 1       

Projects  24   20 4       

Advice 0             

Investigations 0             

Fraud including NFI and awareness 12   7 3     2 

Risk Management Facilitation 6   4 2       

        

contingency 2   1 1       

         

Total Chargeable Days 325 0 163 98 12 48 4 
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Allerdale Borough Council 
 

Audit Committee – 29 June 2021 

 

Redmond Review
 

Portfolio holder Councillor Colin Sharp – Executive Member Portfolio: 
Finance and Legal 

Report from Sharon Sewell Chief Officer Place and Governance 

Wards affected   All 

Is this a key decision  No 
 

 
 

1.0  The reason for the decision 

To provide Audit Committee with an overview of the report on the Independent 
Review into the Oversight of Local Audit and the Transparency of Local Authority 
Financial Reporting, known as the ‘Redmond Review’. 

2.0  Recommendations 

2.1 That Members note the Redmond Review and the comments addressing the 
recommendations which will directly impact on the Council. 

 

3.0  Background and Introduction 

 
3.1 In June 2019 Sir Tony Redmond was asked by the then Secretary of State for the 

Ministry of Housing, Communities and Local Government (MHCLG) (Rt Hon. James 
Brokenshire MP) to undertake an independent review of the effectiveness of local 
audit and the transparency of local authority financial reporting – The Redmond 
Review. In April 2020 a new Code of Audit Practice came into force and 
consultation started shortly afterwards on its application and guidance for 2020-21 
external audits. The Redmond Review (Review) was published in early September 
2020 and includes reference to the Audit Code, the consultation on which also 
closed in early September 2020.  

3.2 The Review also considered how local authorities are accountable to service users 
and taxpayers, how auditors are accountable for the quality of their work and how 
easy is it for those same individuals to understand how their local authority has 
performed and what assurance they can take from external audit work. It 
encompassed not only principal local authorities but also Police and Crime 
Commissioners, Fire and Rescue Authorities and Parish Councils.  
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3.3 Sir Tony Redmond outlined that his guiding principles in undertaking the review 
were accountability and transparency. Posing questions such as:  

 how are local authorities accountable to service users and taxpayers?  

 how are auditors accountable for the quality of their work?  

 how easy is it for service users and taxpayers to understand how their local     
authority has performed?  

 what assurance can be taken from external audit work. 

3.4 The review received 156 responses to its ‘Calls for Views’ consultation and more 
than 100 interviews were undertaken with key stakeholders. The final report was 
published on 8 September 2020 and based on the findings and conclusions Sir 
Tony Redmond made 23 recommendations (see Appendix 1) relating to: 

 External Audit Regulation  

 Smaller Authorities Audit Regulation (not applicable to county councils)  

 Financial Resilience of local authorities  

 Transparency of Financial Reporting  

3.5  The key theme within the report is of greater accountability and improved 
transparency in financial report in local government. There is also a clear message 
of the need for urgent reform to address the local audit market where audit firms are 
struggling to meet contractual requirements. Redmond highlights in his report that it 
will only be possible to make some of the improvements required without legislation 
and that primary legislation will be required if all the recommendations are to be 
implemented. Whilst waiting for the Government to respond to the Redmond 
Review there was encouragement to progress all recommendations in advance of 
legislative reform. Bodies such as the Chartered Institute of Public Finance and 
Accountancy (CIPFA), Public Sector Audit Appointment Limited’s (PSAA), the 
National Audit Office (NAO) and the audit firms are already working on some areas 
highlighted in the review. 

3.6 Government subsequently published a response to the recommendations made by 
the review in December 2020 and, most recently, in May 2021.  

3.7.  The Ministry of Housing, Communities and Local Government (MHCLG) published 
its response to the findings of the review on 17 December 2020, grouped into five 
themes:  

i. Action to support immediate market stability 

 ii. Consideration of system leadership options  

iii. Enhancing the functioning of local audit and the governance for 
responding to its findings  
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iv. Improving transparency of local authorities’ accounts to the public  

v. Action to consider the functioning of local audit for smaller bodies  

3.8 The response confirmed the Government commitment to the principles of locally led 
audit regimes and that robust local scrutiny and accountability by the press and 
public are fundamental to the local audit framework.  

3.9  To support the implementation of the recommendations the Government will 
provide £15m additional funding in 2021/22 to meet an anticipated rise in audit fees, 
driven by new requirement on auditors and to enable Councils to develop 
standardised statements of service information and costs.  

3.10 There has also been a continued extension of the deadline for publishing audited 
accounts from 31st July to 30th September for a period of 2 years with a 
commitment to review again to see whether there is a continued need to have this 
extended deadline.  

3.11 A new independent body, the Office of Local Audit and Regulation (OLAR), will be 
created and be responsible for procurement, contract management, regulation and 
oversight of external audit. A White Paper has also been published setting out 
details of how the Government proposes to establish a new regulator, the Audit, 
Reporting & Governance Authority (ARGA) to replace the Financial Reporting 
Council (FRC).  

3.12 To work with CIPFA, NAO and LGA to provide new guidance on appointment of 
independent member to Audit Committee 

3.13 Government will continue to engage with all stakeholders to refine their proposals 
for implementing the commitments made in response to the Redmond Review.  

3.14 Full details of the Government response can be found here  

December response https://www.gov.uk/government/publications/local-
authority-financial-reportingand-external-audit-government-response-to-the-
redmond-review  

May update https://www.gov.uk/government/publications/local-authority-
financial-reporting and-external-audit-spring-update 

4.0  Recommendations from the Review 

 
4.1 Serious concerns were expressed regarding the state of the local audit market and 

the ultimate effectiveness of the work undertaken by audit firms. The Review report 
highlights that this is not to say that the audits are carried out unprofessionally but 
that there remains a question of whether such audit reports deliver full assurance 
on the financial sustainability and value for money of every authority subject to 
audit. A particular feature of the evidence submitted related to concern about the 
balance of price and quality in the structure of audit contracts.  

4.2 A regular occurrence in the responses to the call for views suggested that the 
current fee structure does not enable auditors to fulfil the role in an entirely 
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satisfactory way. To address this concern, the Review recommends that an 
increase in fees is considered. With 40% of audits failing to meet the required 
deadline for reporting in 2018-19, the Review reports that this signals a serious 
weakness in the ability of auditors to comply with their contractual obligations and 
recommends that the current deadline should be reviewed. A revised date of 30 
September gathered considerable support amongst respondents who expressed 
concern about this current problem. However, the Review report concludes that this 
only in part addresses the perceived quality problem.  

4.3 The Review report notes that an underlying feature of the existing framework is the 
absence of a body to coordinate all stages of the audit process and that although 
there is some scope to effect alterations to the individual roles, appropriately fulfilled 
within the existing framework, this would not achieve the overriding objective of 
providing a coherent local audit function which offers assurance to stakeholders and 
the public, in terms of performance and accountability of the local authority and the 
auditor.  

4.4 Consequently, a key recommendation of the Review is to create a new regulatory 
body responsible for procurement, contract management, regulation and oversight 
of local audit. It is recognised that the new body will liaise with the Financial 
Reporting Council (FRC) with regard to its role in setting auditing standards. The 
engagement of audit firms to perform the local audit role would be accompanied by 
a new price/quality regime to ensure that audits were performed by auditors who 
possessed the skills, expertise and experience necessary to fulfil the audit of local 
authorities. These auditors would be held accountable for performance by the new 
regulator, underpinned by the updated code of local audit practice. A further 
recommendation is to formalise the engagement between local audit and 
Inspectorates to share findings which might have relevance to the bodies 
concerned.  

4.5 The Regulator would be supported by a Liaison Committee comprising key 
stakeholders and chaired by the Ministry of Housing, Communities and Local 
Government (MHCLG). The new regulatory body would be small and focused and 
would not represent a body which has the same or similar features as the Audit 
Commission.  

4.6 The Review recognises that local audit is subject to less critical findings in respect 
of audit procurement and quality relating to smaller authorities. However, the 
recommendations include a review by Smaller Authorities’ Audit Appointments 
(SAAA) of current arrangements relating to the proportionality of small authority 
audits, together with the process for managing vexatious complaints, where issues 
have been raised by those bodies which have experienced such challenges. 

4.7 Governance in respect of the consideration and management of audit reports by 
authorities has also been examined in considerable detail. Based on evidence 
presented, the Review concludes that there is merit in authorities examining the 
composition of Audit Committees, including the appointment of at least one 
independent member, in order to ensure that the required knowledge and expertise 
are always present when considering reports, together with the requirement that at 
least an annual audit report be submitted to Full Council. This would demonstrate 
transparency and accountability from a public perspective, which the Review 
reports is currently lacking in many authorities.  
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4.8 The Review questions whether external audit could make more use of the 
knowledge and expertise of internal audit in developing sufficient understanding of 
the local authority. Internal auditors are likely to be closer to the business than 
external audit and, in many authorities, a proportion of their work focuses on 
governance and service delivery matters.  

4.9 The Review notes that the issue of transparency is of equal relevance to the current 
presentation and publication of the annual accounts. Given that the feedback from 
practitioners and other key stakeholders revealed that current statutory accounts 
prepared by local authorities are considered to be impenetrable to the public, the 
Review recommends that a simplified statement of service information and costs is 
prepared by each local authority, in such a way as to enable comparison with the 
annual budget and council tax set for the year. This would enable Council taxpayers 
and service users to judge the performance of the local authority for each year of 
account. The new statement would be prepared in addition to the statutory 
accounts, which could be simplified. The Review also recommends that all means 
of communicating such information should be explored to achieve access to all 
communities.  

4.10 In summary, the outcome of the Review is designed to deliver a new framework for 
effective local audit and an annual financial statement, which enables all 
stakeholders to hold local authorities to account for their performance, together with 
a robust and effective audit reporting regime. The Review report notes that aside 
from the additional costs arising from a fee increase, the resource implications of 
the new regulatory body would amount to approximately £5m per annum after 
taking into account the amount related to staff subject to transfer under TUPE 
arrangements.   

5.0  Delivery arrangements 

 
5.1 A complete list of the Recommendations from the Review is included at Appendix 

One to this report, alongside comments - where relevant - on the Council’s position. 

5.2 Implementation of the Review recommendations would, in part, require regulatory 
or legislative change but the Review report notes that many of the issues identified 
require urgent attention, given the current concerns about local audit demonstrated 
in the Review.  

 

6.0 Implications and Impact 

6.1 Contribution to Council Strategy Priorities, Outputs and Outcomes  

Effective governance, along with the assurances provided by external audit 
processes, is vital and underpins all of the council’s priorities, outputs and outcomes 
outlined in the Council Strategy 

6.2 Finance/Resource implications 

 There are no financial implications directly associated with this report. 

6.3 Legal and governance implications  

 There are no legal or governance implications directly associated with this report. 
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6.4 Risk analysis 

  

Risk Consequence Controls required 
Mitigated 
score 

Recommendations 
directly impacting 
the Council are not 
implemented 

Not addressing the 
identified 
improvements 

Implementation of the 
recommendations 
are monitored and 
the Audit Committee 
are updated 

Low 

 

6.5 Increasing satisfaction and service 

6.6 Equality impacts 

 There are no negative equality impacts from the update report 

6.7 Health and Safety impacts 

There are no health and safety implications directly associated with this report. 

6.8 Health, wellbeing and community safety impacts 

There are no health, wellbeing and community safety impacts. 

6.9 Environmental/sustainability impacts 

There are no environmental impacts 

6.10 Other significant implications 

None. 
 

Appendices attached to this report 

 

Appendix number Title of appendix 

Appendix A Redmond Review Recommendations 

 
 
Report author(s) and contact officer(s): 
Sharon Sewell 
Chief Officer Place and Governance) 
Sharon.sewell@allerdale.gov.uk 
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Appendix 1 

Redmond Review  

Recommendations  

The recommendations of the Redmond Review are as follows, alongside comments 

- where relevant - on the Council’s position:  

External Audit Regulation  

1. A new body, the Office of Local Audit and Regulation (OLAR), be created to 

manage, oversee and regulate local audit with the following key 

responsibilities:  

 

 procurement of local audit contracts;  

 producing annual reports summarising the state of local audit; 

 management of local audit contracts;  

 monitoring and review of local audit performance;  

 determining the code of local audit practice; and  

 regulating the local audit sector.  

 

2. The current roles and responsibilities relating to local audit discharged by the:  

 Public Sector Audit Appointments (PSAA);  

 Institute of Chartered Accountants in England and Wales (ICAEW); 

 FRC/ARGA; and  

 The Comptroller and Auditor General (C&AG) to be transferred to the 

OLAR.  

 

3. A Liaison Committee be established comprising key stakeholders and chaired 

by MHCLG, to receive reports from the new regulator on the development of 

local audit.  

 

4. The governance arrangements within local authorities be reviewed by local 

councils with the purpose of:  

 

 an annual report being submitted to Full Council by the external 

auditor; 

 consideration being given to the appointment of at least one 

independent member, suitably qualified, to the Audit Committee; and  

 formalising the facility for the CEO, Monitoring Officer and Chief 

Financial Officer (CFO) to meet with the Key Audit Partner at least 

annually.  

 

Discuss with the external auditor the presentation of the 2020/21 Annual Audit 

Letter to the full Council. 
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Request the Constitution Review Group to consider the benefits and pitfalls of 

appointing an independent non-elected member, or members, to the Audit 

Committee perhaps utilising a joint appointment with another public body but 

without compromising the role of elected representatives.  

 

At present the auditor meets frequently with the key statutory offices in the 

council, formalising this process will be a sensible move. 

      

5. All auditors engaged in local audit be provided with the requisite skills and      

training to audit a local authority irrespective of seniority.  

 

6. The current fee structure for local audit be revised to ensure that adequate   

resources are deployed to meet the full extent of local audit requirements. 

Whilst this may mean an increase in costs it is time to reverse the recent 

decreases in fee levels as it has resulted in an unstable market for audit 

services and an audit that has, on occasion, not been fit for purpose across 

some parts of the local government sector.  

 

The Chief Officer Assets will monitor and discuss with the external auditor 

potential timings of changes to the scale audit fee and build these into the 

Council’s budget. 

      

7. That quality be consistent with the highest standards of audit within the 

revised fee structure. In cases where there are serious or persistent breaches 

of expected quality standards, OLAR has the scope to apply proportionate 

sanctions.  

 

8. Statute be revised so that audit firms with the requisite capacity, skills and 

experience are not excluded from bidding for local audit work.  

 

9. External Audit recognises that Internal Audit work can be a key support in 

appropriate circumstances where consistent with the Code of Audit Practice. 

External Audit reliance on the work of Internal Audit has diminished over the 

years and now is an appropriate time to rebuild that relationship, to assess 

whether collaboration can assist External Audit in obtaining the assurance 

they require in respect of the accuracy and completeness of the statement of 

accounts.  

 

Discuss formal meetings between Internal Audit and external audit to discuss 

work being undertaken by both and any significant issues identified. 

 

10. The deadline for publishing audited local authority accounts be revisited with a 

view to extending it to 30 September from 31 July each year.  

 

Page 80



11. The revised deadline for publication of audited local authority accounts be 

considered in consultation with NHSI(E) and DHSC, given that audit firms use 

the same auditors on both Local Government and Health final accounts work. 

 

12. The external auditor be required to present an Annual Audit Report to the first 

Full Council meeting after 30 September each year, irrespective of whether 

the accounts have been certified; OLAR to decide the framework for this 

report.  

 

13. The changes implemented in the 2020 Audit Code of Practice are endorsed; 

OLAR to undertake a post implementation review to assess whether these 

changes have led to more effective external audit consideration of financial 

resilience and value for money matters. Smaller Authorities Audit Regulation 

 

14. SAAA considers whether the current level of external audit work 

commissioned for Parish Councils, Parish Meetings and Internal Drainage 

Boards (IDBs) and Other Smaller Authorities is proportionate to the nature 

and size of such organisations.  

 

15. SAAA and OLAR examine the current arrangements for increasing audit 

activities and fees if a body’s turnover exceeds £6.5m.  

 

16. SAAA reviews the current arrangements, with auditors, for managing the 

resource implications for persistent and vexatious complaints against Parish 

Councils. Financial Resilience of local authorities  

 

17. MHCLG reviews its current framework for seeking assurance that financial 

sustainability in each local authority in England is maintained.  

 

18. Key concerns relating to service and financial viability be shared between 

Local Auditors and Inspectorates including Ofsted, Care Quality Commission 

and HMICFRS prior to completion of the external auditor’s Annual Report. 

Transparency of Financial Reporting  

 

19. A standardised statement of service information and costs be prepared by 

each authority and be compared with the budget agreed to support the council 

tax/precept/levy and presented alongside the statutory accounts.  

 

If such a statement can be made to simplify reporting into an easily 

understandable explanation of the Council’s financial position, then it is to be 

welcomed. 

 

20. The standardised statement should be subject to external audit.  
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21. The optimum means of communicating such information to council 

taxpayers/service users be considered by each local authority to ensure 

access for all sections of the communities.  

 

Review the summary account examples given in the Redmond Report with a 

view to creating a template and identifying where relevant information would 

be obtained. 

Assess and agree the best way to share the summary accounts with council 

taxpayers/service users to ensure access for all sections of the communities. 

22. CIPFA/LASAAC be required to review the statutory accounts, in the light of 

the new requirement to prepare the standardised statement, to determine 

whether there is scope to simplify the presentation of local authority accounts 

by removing disclosures that may no longer be considered to be necessary.  

 

 

23. JPAG be required to review the Annual Governance and Accountability 

Return (AGAR) prepared by smaller authorities to see if it can be made more 

transparent to readers. In doing so the following principles should be 

considered:  

 

 Whether “Section 2 – the Accounting Statements” should be moved 

to the first page of the AGAR so that it is more prominent to readers;  

 Whether budgetary information along with the variance between 

outturn and budget should be included in the Accounting Statements; 

and  

 Whether the explanation of variances provided by the authority to the 

auditor should be disclosed in the AGAR as part of the Accounting 

Statements 
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Allerdale Borough Council 
 

Audit Committee – 29 June 2021 

 

Annual Governance Statement
 

Portfolio holder Councillor Mike Johnson – Leader of the Council; 
Executive Member: Economic Growth, Community 
Development and Placemaking 

Report from Sharon Sewell Chief Officer Place and Governance 

Wards affected   All 

Is this a key decision  No 
 

 
 

1.0  The reason for the decision 

1.1 This report sets out the Council’s Annual Governance Statement (AGS) for 2020-21 
required to meet the requirements of the Accounts and Audit Regulations 2015 
(“The Regulations”). 
 

2.0  Recommendations 

2.1 To approve the draft Annual Governance Statement 2020-21 as set out in Appendix 
1 of the report. 

 

3.0  Background and Introduction 

 
3.1 Allerdale Borough Council is responsible for ensuring that its business is conducted 

in accordance with the law, proper standards, good governance and that public 
money is safeguarded and properly accounted for. In discharging this overall 
responsibility, the Council has to ensure that it has sound systems of internal 
control, risk management and good governance arrangements in place to facilitate 
the exercise of its duties. Additionally, the Council is required to continuously review 
these arrangements and to ensure that the arrangements are considered by an 
appropriate body of the Council annually. This report sets out the governance 
arrangements and the system of internal control which operated during 2020-21 
and up to the date of approval of the financial statements. 

3.2 The Regulations require that the Annual Governance Statement should be 
approved at a meeting of the Authority or Delegated Committee. Following its 
approval, the Annual Governance Statement should be signed by the leading 
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member (or equivalent) and Chief Executive (or equivalent) on behalf of the 
Authority. 

3.3  The purpose of the Annual Governance Statement is to provide reassurance that 
the provisions of the Local Code of Corporate Governance have been complied 
with. It also draws together any significant governance issues that need to be 
addressed over the next year. 

3.4  The Council has established governance arrangements which are consistent with 
the seven principles of the Chartered Institute of Public Finance and Accountancy 
(CIPFA) and Society of Local Authority Chief Executives (SOLACE) Framework - 
Delivering Good Governance in Local Government. It has adopted a Local Code of 
Corporate Governance, which is publicised on the Council website. 

4.0 The Process 

 

4.1 There is a strong correlation between effective governance and effective service 
delivery. The purpose of the AGS process is to provide a continuous review of the 
organisation’s governance arrangements so as to give assurance on the 
effectiveness of the process and/or to address identified weaknesses, supporting 
the continuous improvement of the authority. This report and accompanying 
appendix are the result of that review. 

4.2  In compiling the Annual Governance Statement a shared approach was adopted, 
involving Chief Officers (including the Section 151 Officer and the Monitoring 
Officer), the Assurance Risk and Audit Manager and Chief Executive (also as Head 
of Paid Service). The Corporate Governance Group has the responsibility of 
collecting evidence for, and the drafting of the Annual Governance Statement. 
Additionally, the statement would be required to be certified by signatories of the 
Leader of the Council and the Head of Paid Service after approval by the Audit 
Committee.2.3 Once finalised, the AGS will be published on the Council’s website, 
along with the statement of accounts, for members of the public, members, officers 
and other stakeholders to view. 

4.3 A review of governance arrangements in place for 2020/21 has been informed by 
the work of Internal Assurance Risk and Audit and Senior Managers. The sources 
of assurance include: 

· Assurance Statements completed by Chief Officers, reflecting upon the application 
and governance processes and adequacy of controls within their areas of 
responsibility; 

· Internal Assurance Risk and Audit, through the annual and interim reports; 

· Section 151 Officer and Monitoring Officer in meeting statutory responsibilities; 

· The Local Code of Corporate Governance. 

Page 84



 

 

4.4 In order that Members may discharge their duties, the Committee has received 
reports, information and training throughout the period under review. 

5.0  Delivery arrangements - Outcome of the Process 

 
5.1 The process confirms that the Council has sound systems of internal control and 

good governance arrangements in place. 

6.0 Implications and Impact 

6.1 Contribution to Council Strategy Priorities, Outputs and Outcomes  

Effective governance is vital and underpins all of the council’s priorities, outputs and 
outcomes outlined in the Council Strategy 

6.2 Finance/Resource implications 

Through developing a robust assurance framework, the Council’s financial controls 
will continue to be improved. 

6.3 Legal and governance implications  

6.3.1  No additional legal implication beyond the Council’s duty to comply with the 
Accounts and Audit Regulations 2015 in regard to the AGS process. 

6.3.2 The Council is required to produce an Annual Governance Statement to 
demonstrate that it has effective internal controls and sound governance 
arrangements in place throughout the financial year. There is a risk that 
failure to produce the Annual Governance Statement in accordance with 
statutory requirements would have negative consequences for the Council. 
The Statement accompanying this report meets statutory requirements and 
was produced in compliance with proper practices, giving regard to relevant 
professional guidance; hence the relevant risk is effectively being managed. 

6.3.3 Having a well-defined assurance framework reduces the risk of any 
weaknesses arising undermining the Council’s governance. 

6.4 Risk analysis 

  

Risk Consequence Controls required 
Mitigated 
score 

Failure to produce 
the AGS in 
accordance with 
statutory 
requirements 

The Council would be 
in breach of the 
relevant legislation and 
guidance which could 
lead to weaknesses in 
the assurance 
framework which 
undermines the 
Councils governance 

Governance Group  
ensures that AGS 
meets statutory 
requirements and is 
produced in 
compliance with 
proper practices, 
giving regard to 
relevant professional 
guidance  

Low 
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6.5 Increasing satisfaction and service 

 
The process confirms that the Council has sound systems of internal control and 
good governance arrangements in place. 

6.6 Equality impacts 

 There are no negative equality impacts from the update report 

6.7 Health and Safety impacts 

There are no health and safety implications directly associated with this report. 

6.8 Health, wellbeing and community safety impacts 

There are no health, wellbeing and community safety impacts. 

6.9 Environmental/sustainability impacts 

There are no environmental impacts 

6.10 Other significant implications 

None. 
 

Appendices attached to this report 

 

Appendix number Title of appendix 

Appendix A Annual Governance Statement 2021-2021 

 
 
Report author(s) and contact officer(s): 
Sharon Sewell 
Chief Officer Place and Governance) 
Sharon.sewell@allerdale.gov.uk 
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Annual Governance Statement 
 

1. Introduction - Scope of Responsibility 

1.1 Allerdale Borough Council (the Council) is responsible for ensuring that its 
business is conducted in accordance with the law and proper standards, and 
that public money is safeguarded and properly accounted for, and used 
economically, efficiently and effectively. The Council also has a duty under the 
Local Government Act 1999 to make arrangements to secure continuous 
improvement in the way in which its functions are exercised, having regard to a 
combination of economy, efficiency and effectiveness.  

1.2 The Council has approved and adopted a local code of corporate governance, 
consistent with the principles of the CIPFA/SOLACE Framework Delivering 
Good Governance in Local Government (2016). This local code is subject to 
regular review and updating. 

1.3 The 2016 CIPFA/SOLACE Framework requires local authorities to be 
responsible for ensuring that: 

 their business is conducted in accordance with all relevant laws and 
regulations; 

 public money is safeguarded and properly accounted for; 

 resources are used economically, efficiently and effectively to 
achieve agreed priorities which benefit local people. 

1.4 The 2016 Framework also expects that local authorities will put in place proper 
arrangements for the governance of their affairs and facilitate the effective 
exercise of their functions, which includes arrangements for the management of 
risk. 

1.5 This statement explains how the Council has complied with the code and also 
meets the requirements of Accounts and Audit (England) Regulations 2015, 
regulation 6(1)(b), which requires all relevant authorities to prepare an annual 
governance statement. 

2.  The Purpose of the Governance Framework 

2.1 The governance framework comprises the systems and processes, culture and 
values by which the Council is directed and controlled and its activities through 
which it accounts to, engages with and leads its communities. It enables the 
Council to monitor the achievement of its priorities and to consider whether 
those priorities have led to the delivery of appropriate services and value for 
money. 

2.2 The system of internal control is a significant part of that framework and is 
designed to manage risk to a reasonable level. It cannot eliminate all risk of 
failure to achieve policies, aims and objectives and can therefore only provide 
reasonable and not absolute assurance of effectiveness. The system of internal 
control is based on an ongoing process designed to identify and prioritise the 
risks to the achievement of the Council’s policies, aims and objectives, to 
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evaluate the likelihood and potential impact of those risks being realised, and to 
manage them efficiently, effectively and economically. 

2.3 The following section summarises the key elements of the Council’s 
governance arrangements in place during the year ended 31 March 2021 and 
up to the date of approval of the financial statements. 

3. Key Elements of Allerdale Borough Council’s Governance Framework 

3.1 There are a number of key elements to the systems and processes that comprise 
the Council’s governance arrangements, including: 

 

4. How we comply with the 2016 CIPFA Framework ‘Delivering Good 
Governance in Local Government’ 

4.1 Allerdale Borough Council has approved and adopted a Local Code of 
Corporate Governance, the requirements of the 2016 Framework and a number 
of specific strategies and processes for strengthening corporate governance. 

Decision-Making 

 Constitution, Scheme of 
Delegation and decision-making 
process reviewed regularly 

 All meetings held in public 

 Decisions are recorded on the 
Council’s website 

Risk Management 

 Risk registers identify both 
operational and strategic risk 

 Key risks are considered by the 
senior management team and 
Audit Committee every quarter 

Council, Leader & Executive Committee 

 Provide leadership, develop and set policy 

 Develop and set policy to achieve the priorities identified in the Council Plan 

 Support Allerdale’s towns and communities to thrive and succeed 

Senior Management Team & Statutory Officers 

 The Head of Paid Service is the Chief Executive and is responsible for all 
council staff and leading an effective senior management team 

 The Council’s Section 151 Officer is the Chief Officer (Assets) and is 
responsible for ensuring proper administration of the Council’s financial affairs 

 The Monitoring Officer is the Chief Officer (Place and Governance) and is 
responsible for ensuring legality and promoting high standards of public conduct 

Scrutiny & Audit 

 Overview & Scrutiny Committee reviews Council policy and can challenge 
decisions 

 Audit Committee reviews governance, internal control, risk management and 
delivery of agreed Internal Audit plans 
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4.2 The Council structures its approach to compliance around the seven principles 
set out in the 2016 Framework. 

 PRINCIPLE A: Behaving with integrity, demonstrating strong commitment 
to ethical values, and respecting the rule of law 

4.3 The Monitoring Officer works with the Constitution Review Group to conduct 
regular reviews of the Council’s Constitution, including the decision-making 
framework and delegation arrangements, and makes recommendations for 
changes where appropriate. 

4.4 The Council has a Code of Conduct for elected and co-opted Members, a Code 
of Conduct for employees and a Local Code of Corporate Governance that 
provides guidance for officers and members on expected standards of 
behaviours to ensure integrity. 

4.5 Members receive annual training on standards arrangements, declarations of 
interests and the Code of Conduct as part of the Authority’s discharge of its 
statutory duty to promote and maintain high standards of conduct by its 
members. The Code of Conduct focuses upon the Nolan principles of conduct 
in public life of selflessness, integrity, objectivity, accountability, openness, 
honesty, and leadership. It sets an objective, non-political and high standard 
whose purpose is to remind members of the behaviour expected of them in 
public life and to set out clearly the key principles against which their conduct is 
measured. 

4.6 The Monitoring Officer works closely with the Standards Committee and 
Independent Person on any complaints regarding the potential breach of the 
Code of Conduct by members. Complaints are handled in accordance with the 
Authority’s arrangements for dealing with standards allegations under the 
Localism Act 2011 and the outcome of such investigations are published on the 
Council’s website. 

4.7 The Monitoring Officer arranged for independent national experts to review the 
Council’s procedures for handling complaints that Members may have 
breached the Code of Conduct, to benchmark the Council’s arrangements 
against best local practice elsewhere to ensure that the Council has the best 
possible arrangements achievable under the legislation. An action plan was 
developed and delivered to achieve the outcome of the review. 

4.8 The Council has a framework of behaviours describing “What Great Looks 
Like”. The framework describes the strengths and behaviours that are important 
for every role, identifies areas of development for the workforce and defines the 
expected standards of behaviour for staff. 

4.9 The Council continues to participate in the National Fraud Initiative data 
matching exercise, delivering on time against the timetable required. The 
Corporate Fraud Group comprising the Section 151 Officer, Monitoring Officer, 
Assurance, Risk and Audit Manager and representatives from other services 
continue to meet on an ad hoc basis discuss fraud hot topics and monitor the 
progress of the NFI data matching. Fraud and Corruption arrangements are 
developed in accordance with the Code of Practice on Managing Risk of Fraud 
and Corruption (CIPFA 2014) and all Fraud Policies were reviewed and 
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presented to the Audit Committee during 2019-20. Fraud awareness is now a 
mandatory e-learning module for all Allerdale employees. 

4.10 The Council’s complaints system and procedures includes a mobile app to 
make it easier for complainants to submit complaints, track their progress and 
quickly access the outcome of complaints. The objective of the complaints 
process is to identify opportunities for improvements and to endeavour to 
resolve complaints satisfactorily at local level. The Council’s whistle blowing 
arrangements are publicly available to ensure there is a clear channel of 
confidential reporting for the public. 

4.11 As the government announced the first lockdown in March 2020 the Council's 
business continuity plan was enacted and all staff began working from home 
where possible with just a skeleton team remaining in the office for essential 
jobs which could not be undertaken at home. Internal meetings were held via 
Teams throughout 2020-21, with external meetings utilising either Teams or 
Zoom as appropriate.  The shift to almost the entire workforce working from 
home was successfully achieved in a very short space of time with minimal 
disruption to services – this success was rooted in the Council’s success in 
previous work that had been undertaken over a number of years to enable 
digital delivery of services and a mobile workforce. 

4.12 The Council changed the provision of some services in 2020-21 in line with 
government guidance on the control of the spread of the coronavirus. Working 
practices were successfully adapted in most cases to ensure continuation of 
important local services with as little disruption as possible as in the case of 
waste collection.   For many services working practices changed to entirely 
online/telephone rather than face to face.  Restrictions also meant the 
cessation of some services for parts of the year such as leisure centres and 
markets, but these were successfully reinstated as soon as restrictions allowed.    

4.13 The Council amended the Scheme of Delegation in 2020-21 to ensure effective 
and efficient decision making could take place during the pandemic through 
relevant delegations to the appropriate officers. 

PRINCIPLE B: Ensuring openness and comprehensive stakeholder 
engagement 

4.14 All meetings are open to the public and all agenda papers, reports and 
decisions made by the Council are published on the Council’s website together 
with details of forthcoming consultation exercises, surveys and public meetings, 
except those determined as exempt from publication.  

4.15 The Council has been successfully running virtual meetings since June 2020 in 
line with Covid-19 restrictions. The meetings are broadcast live on the Allerdale 
Borough Council YouTube channel and the Council has received much larger 
viewing numbers than when meetings were previously held in Allerdale House 
(the Council’s headquarters). The Council will look to continue the live 
broadcast of meetings ‘in person’ in the future and continue to promote its open 
and transparent agenda. 

4.16 The Council engages with stakeholders and partners through a combination of 
joint working arrangements, partnership boards and representation on the 
governing bodies of external organisations, neighbourhood forums, businesses 

Page 90



 

 

and other local authorities. Good governance arrangements in respect of 
partnerships are agreed on an individual basis as appropriate for the specific 
partnership or joint working arrangement. Areas of good governance such as 
declarations of interest and information sharing agreements are adopted for 
these arrangements in line with the Authority’s good governance structures. In 
2020-21 the Council has made renewed efforts to engage closely with local 
businesses to ensure they are getting the support they need to operate amid 
the coronavirus restrictions.    

4.17 The Council regularly consults on issues ranging from service or project based 
activities/changes to more strategic policy matters including the proposed 
budget, the Council Strategy, and the Local Plan (Part 2). When a consultation 
is held, the Council routinely includes all parish and town councils, as well as 
partner organisations such as Cumbria County Council. For the Local Plan a 
number of engagement events were held with staff and the public where people 
were encouraged to ask officers questions about the proposals. The Council 
also carries out a biannual survey of residents asking their views on things like 
council services, proposed budget savings, their local area, and their lifestyle. 
The survey is used to inform policy decisions and provide insight into the 
satisfaction levels of Council and other service providers. The 2018 Residents 
Survey was used to inform the development of the Council’s new Council 
Strategy 2020-2030. A range of media is used to inform residents and 
employees about the progress made in delivering the Council’s plans including 
press releases, Facebook and Twitter. In 2020-21 the Council has engaged 
with the community on a number of issues including, the Climate Change 
Strategy, Local Government Reorganisation, the Workington Supplementary 
Planning Document and revised Public Space Protection Orders. 

4.18 The Council has continued to develop its digital communication tools, 
particularly important over 2020-21 in light of the Covid-19 restrictions on in 
person contact.  The Council introduced a new series of email newsletters 
which provide information direct to the inboxes of local residents. These have 
proved to be extremely popular with over 6,000 subscribers and a high 
engagement rate which remains above the average rate for the top-20% of 
local councils. Regular email contact has improved the delivery of information 
about issues such as the coronavirus outbreak, and business support. The 
Council has also enjoyed good levels of engagement on its social media 
channels, has started a new Facebook group for business, has paid-for posts to 
target key sectors of our communities, and has just started delivering 
messages via the Nextdoor platform which can be used to target messaging 
down to a very local level.   

4.19 During 2020-21 whilst staff have been largely working from home the Council 
has introduced regular newsletters for staff from the Leader and Chief 
Executive and produced initially daily then weekly briefings to keep staff 
informed about Covid-19 related developments including changes to 
government regulations and restrictions.  Teams were encouraged to have 
more regular team meetings to ensure regular contact was maintained with all 
staff members.  It remains standard practice for teams to have close virtual 
contact with each other and their managers and evidence from staff surveys 
shows that this is happening.   
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4.20 The Council publishes information relating to all of its expenditure on its website 
each month and publishes an annual Pay Policy Statement detailing the 
remuneration of senior officers.  

PRINCIPLE C: Defining outcomes in terms of sustainable economic, 
social, and environmental benefits 

4.21  The Council Strategy sets out the Council's strategic ambitions for the borough. 
The Council Strategy for 2020-2030 was developed based on discussions with 
members and officers, an analysis of evidence and intelligence about Allerdale, 
consideration of residents’ views (via the 2018 Residents Survey) and wider 
external consultation on priorities with stakeholders. The Council Strategy sets 
out priority themes and a clear set of objectives for each theme over 10 years.  
It describes the outcomes the Council aims to achieve for its communities and 
gives an overview of the kinds of activity it will undertake to achieve those 
outcomes. 

4.22  More specific strategies and plans focus on sustainable economic, social and 
environmental benefits such as the Local Plan and Housing Strategy.  The 
Council developed a Resilient Communities Strategy and an Economic Growth 
Strategy in 2020-21 - both taking into account the impacts of the pandemic on 
Allerdale’s communities and economy.  

4.23  The importance of environmental sustainability is recognised in the Council 
Strategy and to underpin the Council’s commitments in this area the Council 
adopted a Climate Change Action Plan in March 2020 and set up a cross party 
working group to take that forward.  Work was undertaken by the group to 
improve this action plan during 2020-21 with a revised Climate Change Action 
Plan agreed in April 2021. 

4.24  The Council’s decision-making process takes account of the economic, social 
and environmental impacts of policies and plans. Reports to committees require 
a consideration of these factors along with risk and financial implications.  The 
committee report template was updated during 2020 to improve the way these 
impacts are presented to members. 

4.25 Recognising that local government reorganisation (LGR) and devolution in 
Cumbria offered opportunities to deliver improved services and wider 
economic, social and environmental benefits to the residents and businesses of 
Allerdale, the Council (along with Copeland Borough Council and Carlisle City 
Council) submitted a request to Government in July 2020 to initiate the LGR 
process in Cumbria.  Following a formal invitation from Government to all local 
authorities in Cumbria to submit proposals the Council submitted proposals for 
a preferred model of LGR in Cumbria in December 2020.  The preferred model 
as set out by the Council in its submission was a two unitary authority and a 
Combined Authority with a directly elected Mayor model of local government in 
the county, the two unitary councils to use the footprint of the existing Allerdale, 
Copeland and Carlisle Councils to form one authority and the footprint of the 
existing Eden, South Lakes and Barrow Councils to form another authority.   

4.26 The Council’s submission followed a detailed options analysis on the potential 
models in Cumbria including an assessment of:  
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 Opportunities for sustainable growth – this includes criteria such as 
economic growth potential and inclusive growth 

 Impact on service delivery – this includes criteria such as service 
improvement and service geography 

 Democratic representation – this includes criteria such as effective local 
representation and identity 

 Financial benefits and sustainability- this includes criteria such as long 
term financial sustainability and income potential 

4.27 Elected members were engaged in the process through an LGR Cross Party 
Working Group, full member briefings, discussion and debate at the Overview 
and Scrutiny Committee and at Full Council.  The Council also sought to 
engage with stakeholders such as local businesses, the community and 
voluntary sectors and other partner agencies through various routes to gather 
views on LGR and the proposals. 

4.28 The Government’s public consultation on the proposals closed on 19 April 
2021, their announcement on what, if any, model of LGR will take place in 
Cumbria is not expected until July 2021. 

PRINCIPLE D: Determining the interventions necessary to optimise the 
achievement of the intended outcomes 

4.29 All decisions are subject to scrutiny by members, review of options and risk by 
officers and members and key performance indicators are in place for services. 

4.30 The Council had intended to set out a 4-year Delivery Plan (2020-24) which 
would map out in more detail specific activity to deliver against the priorities and 
objectives in the Council Strategy over the medium term. However, with the 
advent of the Covid-19 pandemic and the upheaval and uncertainty that 
brought the Council took the pragmatic approach to develop a one-year Interim 
Delivery Plan for 2020-21.   This enabled focus on the Council Strategy 
priorities to be maintained alongside the identification of key activity to respond 
to and aid recovery from the pandemic, making sure that people could get the 
services and support that they needed from the Council.  

4.31 The Interim Delivery Plan followed the six priorities set out in the Council 
Strategy and set out a combination of key projects, programmes and activities 
planned prior to the pandemic and those generated as a result of the pandemic.  
It also set out a series of key performance indicators under each Council 
Strategy priority theme. It was the vehicle by which the Council reported 
progress against Council Strategy commitments during 2020-21.  Progress 
against Council Strategy priorities and performance is reported to the Executive 
and Overview and Scrutiny Committee quarterly for discussion. 

4.32 The senior management team routinely monitor key performance indicators on 
a monthly basis to ensure that the Council’s priorities and performance targets 
are being met and potential intervention can be identified where expected 
performance is not being achieved. During 2020-21 weekly performance and 
service level data was collected and reported to SMT to enable more timely 
consideration of any impacts on service delivery, levels of service demand and 
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performance brought about by ongoing Covid-19 restrictions in what has been 
a regularly changing landscape.   

4.33 Budget proposals are developed by services, challenged and subject to 
scrutiny through a budget review meetings involving the Chief Executive, 
Section 151 officer, Chief Officers and portfolio holders. The Overview and 
Scrutiny Committee also set up a Budget Review Task and Finish Group in 
2020-21 to undertake scrutiny of the budget process. 

4.34 The Council regularly engages with other authorities to learn and understand 
how best practice has been delivered elsewhere. Together, these practices 
also provide assurance that Council is achieving best value. 

4.35  In 2020-21 the Council has continued to build improvements into its planning 
based on recommendations stemming from a Corporate Peer Challenge 
undertaken by the Local Government Association in September 2019 to 
complement and add value to a council’s own performance and improvement.  

4.36 The Council has continued development of a programme of transformation 
projects with the Covid-19 pandemic offering opportunities to explore different 
ways of working to build into this work.  A series of service reviews have been 
undertaken as part of this programme to determine where improvements   or 
efficiencies can be made.  During 2020-21 service reviews were focused on 
high-cost services. 

4.37  Having been updated in December 2019, the Medium Term Financial Plan was 
updated again in November 2020 in light of the significant impact the Covid-19 
pandemic was having on the Council’s finances and plans.   A further update of 
the MTFP was included with the 2021-22 budget proposals to Council in March 
2021. The impact of Covid-19 was also incorporated into the revised 2020-21 
revenue budget presented to Full Council on 9 December 2020.  

4.38 The Council also initiated a review of its governance arrangements in 2019-20 
(undertaken by the Centre for Public Scrutiny in February 2020) in order to give 
the Council an external perspective on how the current model as well as others 
could be used for enhancing councillor involvement, openness and 
transparency, local democracy and community participation. This review built 
upon the feedback given as part of the Council’s Corporate Peer Challenge. 
The review did not recommend a fundamental change to the governance model 
but the Council’s Constitution Working Group have recommended to Council a 
number of ways in which the current model can be reinforced and improved to 
allow greater and more inclusive member involvement and transparency. 

4.39  The Council has already begun to address a number of these 
recommendations including further investment in member support and 
guidance to assist them to fulfil their roles, continuing to build and strengthen 
the communication and collaborative cross-party working through structured 
meetings and briefings (an example of this is Local Government re-organisation 
and improvement in relation to Council meetings), building the role of Scrutiny 
to engage more ‘up-stream’ in the policy and decision-making process where it 
is able to provide greater input and value. This will essentially require additional 
support and a council-wide collective response to allow it to happen. This 
should bring additional council benefits by introducing greater focus to 
Executive forward plans through pre-decision scrutiny. It would also enhance 
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the impact and value of scrutiny and give more Members greater access to help 
shape and influence, Scrutiny and Executive have agreed a procure to enable 
them to work more collaboratively and more and new options for engagement 
are being explored, such as holding meetings in public places around the 
Borough, and running virtual meetings, live-streaming and use of social media 
channels which is encouraging members of the public to watch and raise issues 
or questions. 

PRINCIPLE E: Developing capacity and capability, including the capability 
of its leadership and the individuals within it 

4.40 A new Chief Executive was appointed in July 2020.  The Chief Executive has 
 reviewed how the Council operates and will deliver the objectives within the 
 Council Strategy; a new Target Operating Model (TOM) has also been adopted.  

4.41 Alongside this, the Covid-19 pandemic forced the Council to focus resources at 
the response and enabling the delivery of business as usual activity. However, 
it now also needs to focus resources on recovery e.g. the Workington Town 
Deal and Maryport High Streets Fund. In order to deliver these ambitious plans 
and the Council’s core functions through a new Target Operating Model, the 
structure of the Senior Team needed to be reviewed and accountabilities 
aligned accordingly, this has included: 

 a change in responsibilities among members of SMT; 

 identification of dedicated posts focused on the delivery of the two key 
regeneration programmes in Workington and Maryport and; 

 a salary tier system has been introduced in line with accountabilities for 
each senior role allowing for the senior team to be paid fairly for the 
deliverables that are expected from them.  

4.42 A key element of the Council’s service planning is to maximise the investment 
in staff through staff training and development including using its relationship 
with the Centre for Leadership Performance and the Apprenticeship Levy. All 
third tier managers have now completed leadership and management training. 
Council officers completed an e-Learning package including key legislation and 
policies. This was also available to Members. 

4.43 All employees have objectives identified as part of their ‘What Great Looks Like’ 
appraisal and complete quarterly reviews with their managers to discuss 
progress. The organisation’s appraisal process has been reviewed during 
2020/21 with a new “My Contribution” appraisal process due to be rolled out in 
2021.  The new process more clearly links employees objectives to the Council 
Strategy and will involve an in-depth beginning of year review and end of year 
evaluation, with monthly reviews through the year. 

4.44 Members are required to complete a comprehensive induction following their 
election and receive an induction pack including all relevant policies and 
procedures. All members are given the opportunity and encouraged to develop 
individual personal development plans to identify development needs. 

4.45 The Council works across a range of partnerships and collaborative 
arrangements and uses commissioning and procurement processes to 
maximise capacity by delivering services in the most effective and efficient way. 
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Relationships with Copeland Borough Council have been strengthened in 
2020-21 through a Memorandum of Understanding. 

4.46 To ensure that we have a clear focus on the priority programmes and projects a 
Programme Management Office (PMO) that includes dedicated internal 
personnel, to co-ordinate resources, internally and externally, for successful 
delivery of the projects and programme outcomes is established. There is 
visible sponsorship for Programmes by the Sponsoring Group (SMT (Senior 
Management Team) and direction and oversight from elected members through 
the Executive. The PMO has set up a Programme and Project Framework, 
which includes a control framework setting out who does what, when and how 
risks and issues are escalated. A dashboard records progress of all projects 
which is scrutinised by the SMT Sponsoring Group and at monthly meetings of 
the Transformation and Commercialisation Programme Board and the 
Regeneration and Investment Programme Board.  

4.47 During 2020/21 there has been an increase in contract management support 
delivered through additional resource in the PMO to update the contracts 
register and in setting up some contract management templates.  A number of 
officers responsible for contracts have also accessed the Foundation Contract 
Management Training as part of the Government’s Commercial College. 

4.48 To improve the outcomes from procurement and contract management the 
Procurement team have held a series of training workshops for officers and 
members.  Workshops have included procurement and contract management 
processes. 

 
 PRINCIPLE F: Managing risks and performance through robust internal 

control and strong public financial management 

4.49  The risk management framework confirms the Council’s approach to identifying 
and controlling risk and is reviewed annually. The Council maintains a risks and 
issues log for corporate risks. Service risks are discussed with teams, reviewed 
and updated regularly and are escalated when necessary.  

4.50 Risks relating to the Covid-19 pandemic were managed by strategic groups and 
sub groups throughout 2020-21.  High risks are discussed at SMT on a monthly 
basis, with outcomes from these discussions updated on the Corporate Risk 
Log. 

4.51 The Council’s Integrated Assurance Strategy brings together risk management, 
the three lines of defence model and assurance mapping as a means to aid 
setting and achieving objectives, promoting good governance and providing 
assurance.  

4.52 The Council has a Corporate Governance Group consisting of officers from 
across the Authority who meet throughout the year to assess the processes in 
place to produce a governance statement and to review progress on 
improvements in governance arrangements. 

4.53 Service performance is monitored and is reported to the Executive committee 
quarterly. The Council’s Financial Regulations provide the governance 
framework for managing the Council’s financial affairs. The Council’s financial 
management arrangements conform to the governance requirements of 
CIPFA’s “Statement on the Role of the Chief Financial Officer in Local 
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Government”. The Assurance, Risk and Audit team provide regular reports on 
the effective operation of processes and associated internal controls together 
with an annual assessment of the overall control environment. 

4.54 The Council employs officers with dedicated responsibility for information 
governance, information security and records management. The Council has 
continued to undertake organisation-wide work on data protection following the 
introduction of the General Data Protection Regulation (GDPR) and the Data 
Protection Act 2018. Work in 2020-21 has included overhauling the procedure 
for Data Protection Impact Assessments as well as work to continually review 
policies, procedures and guidance in light of best practice or impending 
legislative changes. Mandatory data protection awareness training is included 
in the Council’s online training package to ensure staff awareness regarding 
how data should be securely handled, transmitted, stored and maintained. 

4.55  The Council consistently meets statutory deadlines for the publication and audit 
of its annual statement of accounts. 

4.56 A revised Strategic Commissioning and Procurement Strategy adopted in 2020 
reflects changes in best practice and ensures that the Council pursues 
sustainable outcomes, value for money and continuous improvement in its 
commissioning and procurement of goods, services and work. Actions in the 
Strategy action plan for 2020-21 were measured against performance in the 
year.  Progress is reported to the Overview and Scrutiny Committee through 
twice yearly updates on the strategy and action plan.   

4.57 Emergency spend during the pandemic was centralised to the procurement 
team to ensure consistency, best value for goods and services and to avoid 
fraud, which was an issue in other public bodies at the start of the pandemic 
with suppliers over committing to deliver PPE, which in turn led to high spend 
sometimes with goods failing to materialise.  Having a centralised team 
ensured checks were carried out and a clear sourcing strategy was put in place 
that meant our needs were met in a compliant way and value for money was 
still achieved even in this emergency situation where goods were needed at 
short notice.  Procurement centralised a risk register for all contracts at the start 
of the pandemic and liaised with all framework providers to check business 
continuity plans were in place.    

PRINCIPLE G: Implementing good practices in transparency, reporting, 
and accountability 

4.58 All reports, minutes and decisions are published on the Council’s website. The 
Council follows best practice on providing clear and accurate information and 
has developed both its website and the format of Council reports to improve 
transparency and accessibility.  

4.59  The Council’s Overview and Scrutiny Committee holds decision-makers 
accountable and reports regularly to full Council with updates on its work and 
recommendations from any work completed. 

4.60  The Council reports regularly to elected members and senior management 
team on its operational and financial performance. The Council publishes 
information for all expenditure every month on its website to encourage 
openness and transparency of public spending. 
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4.61 All audit recommendations are reported to the Audit Committee, to ensure that 
officers undertake any follow-up actions as appropriate. 

4.62 The Council established Allerdale Waste Services Limited (AWSL) in 2019, a 
wholly owned company limited by shares, to deliver its waste and recycling 
services. The company has now been operating for a year. The governance 
arrangements were established with the advice of expert external lawyers. In its 
capacity as 100% shareholder of AWSL, the Council exercises control and 
oversight of ASWL and has a number of powers reserved to it over key 
business decisions. The Council established a Shareholder Committee which is 
a body that represents the Council’s interests as the sole shareholder and 
provides a simple mechanism with which the Council can engage with the 
board of AWSL. This is in order to maintain an element of control of the 
business without affecting the operational management. There is also an AWSL 
Partnering Board including Members and lead officers from AWSL and the 
Council which monitors performance at a more operational level. Both The 
Shareholder Committee and Partnering Board have been working effectively 
through 2020-21. 

4.63 The Allerdale Investment Partnership has a Management Agreement in place 
which sets out the governance framework. The Partners undertook a review of 
the Management Agreement to ensure that it continues to deliver the agreed 
outcomes and safeguards the interests of both partners. The Council also 
reviewed its internal governance arrangements including the role of the 
Council, the information rights and the powers and duties of the Council 
including the role of officers supporting the AIP. This was set out and approved 
by the Executive. 

5 Review of Effectiveness of the Governance Framework 

5.1  The Council is responsible for conducting, at least annually, a review of the 
effectiveness of its governance framework including the system of internal 
control. The review of effectiveness is informed by the work of the managers 
who have responsibility for the development and maintenance of the 
governance environment, the Assurance, Risk and Audit Manager’s annual 
report and by comments made by the external auditors and other review 
agencies. 

5.2  The Council has used a number of ways to review and assess the effectiveness 
of its governance arrangements including a detailed review of the qualitative 
and quantitative evidence about the financial year 2020-21. 

5.3  The Governance Group, the Assurance, Risk and Audit team and other key 
officers have reviewed key performance indicators and met with Chief Officers 
and third tier managers to discuss their areas. There have been consultations 
with the Monitoring Officer, the Assurance, Risk and Audit Manager and the 
s151 Officer. All service areas have completed managers’ assurance 
statements and the feedback has been analysed.  

5.4 During 2020-21: 

 no formal reports were issued by the s151 Officer or Monitoring Officer 

 no breaches of member or officer Codes of Conduct occurred 
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 no objections were received from local electors in relation to the 
Statement of Accounts; 

 one Judicial Review claim was brought against the Council in respect of 
the Local Plan Part 2, however the claim was not given permission to 
proceed by the Court. 

5.5 Overall we can confirm that the Council has the appropriate systems and 
processes in place to ensure good governance is maintained.  

Follow-up issues and areas for improvement and significant governance 
issues 

Assurance from Internal and External Audit 

5.6 One of the key assurance statements the Council receives is the annual report 
and opinion of the Assurance, Risk and Audit Manager. The Assurance, Risk 
and Audit Manager’s opinion for 2020-21 concludes that the overall 
effectiveness of the Council’s risk management, control and governance 
processes are ‘substantial’. This has been prepared in accordance with the 
CIPFA Statement on the Role of the Head of Internal Audit (2010). 

5.7 The Council’s external auditor, Grant Thornton, provides assurance on the 
accuracy of the year-end Statement of Accounts and the overall adequacy of 
arrangements made by the Council for securing economy, efficiency and 
effectiveness in its use of resources. The Council provides timely support, 
information and responses to external auditors and properly considers audit 
findings and recommendations. 

Self-assessment and review of performance 

5.8 Managers’ Assurance Statements, signed by Chief Officers, confirm codes of 
conduct, financial regulations, and other corporate governance processes have 
been operating. 

5.9  Through the evidence gathering process and the Internal Audit Review of 
Corporate Procurement and Contract Management in 2018-19, risks were 
categorised as ‘High’ in relation to the decisions made when making 
arrangements for major contracts. The organisation responded to this risk 
during 2018-19 by creating the Programme Office to strengthen the first and 
second lines of defence here. This service is now embedded and has delivered 
widespread training and awareness activities to strengthen the controls 
environment and by exploring the root causes of these risks by post 
tender/project review processes. This will continue to be monitored by the 
Council’s Assurance Framework. 

5.10 During 2020-21 the Overview and Scrutiny Committee carried out work through 
a Task and Finish Group to consider procurement practices in large 
procurements.  The TFG produced a series of recommendations that were 
discussed and agreed with Executive members.  A number of 
recommendations had already been addressed by the time the TFG had 
concluded and others continue to be taken forward and embedded through 
ongoing improvement work.    

6 Conclusion  
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6.1 Overall we can confirm that the Council has the appropriate systems and 
processes in place to ensure good governance is maintained.   

 
 
 
 
 
Cllr Mike Johnson 
Leader of Allerdale Borough Council 
 
Dated:  
 
 
 
 
Andrew Seekings 
Chief Executive 
 
Dated:  
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31 March 2021 
 

 

Dear Catherine 

Audit Scope and additional work 2020/21 

 
 

Introduction 

As you are aware, local audit has gone through major changes in the last couple of years. 

More and more councils are getting involved in complex and innovatory financial 

arrangements, increased regulatory pressures, the expectations of stakeholders and 

enhancements to Codes and Standards have fundamentally changed the landscape in which 

we work. COVID - 19 and lockdown have added further unanticipated pressures on both 

auditors and audited bodies. In this letter, I set out my expectations of the increased audit 

work which will be required in 2020/21. I also set out the expected fee impact, the need for 

which has recently been acknowledged by both the Redmond Review and MHCLG’s 

subsequent response. I hope this is helpful in setting out the context in which we will work with 

you, as well as a sign of Grant Thornton’s continued commitment to the highest audit quality.  

 

Looking back to 2019/20 

In April 2020, I wrote to you regarding the increased regulatory focus facing all audit suppliers 

and the impact this would have on the scope of our work for 2019/20 and beyond. I referred to 

this as ‘raising the bar’, reflecting the expectation from the FRC that all audit work should now 

be of level 2a (limited improvement only) or better. I set out my expectation that there would 

be an additional fee requirement for the 2019/20 audit, compared to the scale fee published 

by PSAA, of £14,000 (an increase of 37%). This was reflected in our Audit Plan dated March 

2020. 

The subsequent COVID 19 pandemic had a further significant impact on the cost of us as 

auditors discharging our responsibilities. As a result of the additional work a further uplift to 

the fee was proposed resulting in a final fee for 2019/20 of £58,718 (a variation to scale of 

58%). 

The main reason for the further variation are as a result of the disruption caused by COVID - 

19, impacting both on your closedown procedures and our ability to audit remotely; as well as 

the additional audit considerations including in respect of asset valuations. These meant that 

Catherine Nicholson   
Head of Finance (s151 Officer) 
Allerdale Borough Council 
By email 
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like you, we incurred considerable extra costs. Across all firms, only 45% of local government 

audits were signed off by the target date of 30 November, which indicates the scale of the 

challenge involved.  

In the sections below, I set out the main factors which will impact on the audit fee for 2020/21. 

These include the introduction of the new NAO Code of Audit Practice, with consequent 

implications for Value for Money work; the revision to major auditing standards, including 

those covering estimates and fraud, and the update of Practice Note 10 (the adaptation of 

auditing standards to public sector audits). 

Following the national lockdown in January 2021, COVID - 19 will also continue to impact in a 

large way on the audit, and I have also commented on this below. We also note that the 

Government response to the Redmond Review, published on 17 December 2020 promised 

that MHCLG will provide relevant local authorities with £15 million in additional funding in 

2021/22 to be used to support the additional costs of reporting and audit anticipated related to 

the 2020/21 financial year. 

 
New audit requirements for 2020/21 – the new NAO Code 
 
On 1 April 2020, the National Audit Office introduced a new Code of Audit Practice which 
comes into effect from audit year 2020/21. The most significant change in the Code is the 
introduction of a new ‘Auditor’s Annual Report’, which brings together the results of all the 
auditor’s work across the year. The Code also introduced a revised approach to the audit of 
Value for Money. These changes are set out in more detailed in the NAO’s Auditor Guidance 
Note 03 which was published in October 2020.  
 
We plan to issue our Audit Plan for 2020/21 by 30 April 2021. I have set out below the main 
changes in respect of Value for Money, and the implications for the timing and resourcing of 
our work, as well as for the audit fee.  
 
There are three main changes arising from the NAO’s new approach. 

• A new set of key criteria, covering governance, financial sustainability and 
improvements in economy, efficiency and effectiveness 

• More extensive reporting, with a requirement on the auditor to produce a commentary 
on arrangements across all of the key criteria, rather than the current ‘reporting by 
exception’ approach 

• The replacement of the binary (qualified / unqualified) approach to VfM conclusions, 
with far more sophisticated judgements on performance, as well as recommendations 
on any significant weaknesses in arrangements identified during the audit. 

Grant Thornton very much welcomes the changes, which will support auditors in undertaking 
and reporting on work which is more meaningful and makes impact with audited bodies and 
the public. We agree with the move away from a binary conclusion, and with the replacement 
of the Annual Audit Letter with the new Annual Auditor’s Report. The changes will help pave 
the way for a new relationship between auditors and audited bodies which is based around 
constructive challenge and a drive for improvement. 

The following are the main implications in terms of audit delivery: 

• We are aiming to publish our work on the Auditor’s Annual Report at the same time as 
the Auditor’s Report on the Financial Statements. To ensure we are able to complete 
the necessary work by the due date, we propose to undertake our initial planning on 
April 2021 and to share the results of our risk assessment with you by 30 April 2021. 
We will aim to complete the fieldwork by 15 September 2021. We will allow sufficient 
time for you to comment on our risk assessment and audit findings at each key stage 
before we present the results to Audit Committee.  
 

• Where auditors identify weaknesses in Value for Money arrangements, there will be 
increased reporting requirements on the audit team. We envisage that across the 
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country, auditors will be identifying more significant weaknesses and consequently 
making an increased number of recommendations (in place of what was a qualified 
Value for Money conclusion). We will be working closely with the NAO and the other 
audit firms to ensure consistency of application of the new guidance.   

 

• The new approach will also potentially be more challenging, as well as rewarding, for 
audited bodies involving discussions at a wider and more strategic level. Both the 
reporting, and the planning and risk assessment which underpins it, will require more 
audit time, delivered through a richer skill mix than in previous years. Our estimate is 
that for your audit, this will result in an increased fee of £9,000 (39% of the increased 
fee) for 2020/21. This in line with increases we are proposing at all our local audits.  

 

• PSAA recognise that the additional work required as a result of the new Code will 
continue in future years and are consulting on how best to reflect this in any revision 
to scale fees with effect from 2021/22. For 2020/21 the fee variation will be approved  
by PSAA via the fee variations process in the usual manner. 
 

• There will be increased documentation and reporting requirements on the audit team. 
The value for money work will now cover a much wider scope, as set out above. Each 
year we will need to assess the arrangements in place across these areas and 
explore the arrangements in more detail than previously. We envisage that across the 
country, auditors will be identifying more significant risk areas and will be reporting 
more extensively than in previous years. The financial and governance aspects of the 
COVID - 19 pandemic are likely to feature heavily in our work. 

 

Enhanced auditing standards for 2020/21: ISA 540 - Estimates 

In the period December 2018 to January 2020 the Financial Reporting Council issued a 
number of updated International Auditing Standards (ISAs (UK)) which are effective for audits 
of financial statements for periods beginning on or after 15 December 2019. The single most 
significant of these for this year’s audit is ISA (UK) 540 (revised): Auditing Accounting 
Estimates and Related Disclosures which includes a number of enhancements in respect of 
the audit risk assessment process for accounting estimates. 
 
In summary, the revised Standard reflects increasing focus from regulators and other 
stakeholders on all key estimates, especially those which are complex, require significant 
judgements. ISA 540 has been enhanced to place increasing demands on auditors to 
understand and assess an entity’s internal controls over accounting estimates. 

In practice, you will see an increased focus during our audit on key internal controls including: 

• How management identifies the need for and applies specialised skills 

• The information system as relates to estimates 

• How management reviews the outcomes of previous accounting estimates 

• The role of those charged with governance: to what extent does the Audit Committee 
understand and oversee the estimation process? 

 
We will also look for you to articulate clearly: 

• How management understands the degree of estimation uncertainty related to each 
accounting estimate; and  

• How management address this estimation uncertainty when selecting their point 
estimate. 

The following are examples of where this could apply: 

• Valuations of land and buildings and investment properties 

• Depreciation 

• Year-end provisions and accruals 

• Credit loss and impairment allowances  
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• Valuation of defined benefit net pension fund liabilities 

• Fair value estimates 
 

As the audit progresses, we will discuss the practical ways in which you can support us in 
meeting our obligations through the audit.  

 

Enhanced auditing standards for 2020/21: ISA 240 - Risks in respect of fraud 

The auditor’s responsibilities in relation to fraud in an audit of the financial statements are set 
out in ISA 240. This was most recently updated in January 2020, with effect for audit year 
2020/21. Note that the FRC is currently consulting on further enhancements to the Standard, 
reflecting concerns expressed amongst others by Sir Donald Brydon that that auditors are not 
doing enough work to detect material fraud. 

In response to the new Standard, and to the increased expectations of regulators, we are 
heightening our focus on fraud risks. The following are examples of where this could apply: 

• Increased scope and coverage of journals testing 

• Increased cut off testing  

• Increased testing of income and expenditure 

• Automated/data interrogation techniques  

• Keeping materiality under review throughout the audit.  

• More robust reporting (including the use of Statutory Recommendations where 
appropriate). 

 
As with estimates, our work in this area may look and feel different to you, and you will notice 
an increased audit presence. We will discuss emerging findings with you, and ensure you 
have an early opportunity to comment on findings.  

 

Revised ISA (UK) 700 Forming an opinion and reporting on financial statements 

(Updated January 2020):  

This revised Standard  is effective for engagements relating to financial periods commencing 

on or after 15 December 2019. The key change is that all auditor’s reports will be required to 

include an explanation as to what extent the audit was considered capable of detecting 

irregularities including fraud. This explanation may include: 

• how the engagement team obtained an understanding of the legal and regulatory 
framework applicable to the entity and how the entity is complying with that 
framework   

• which laws and regulations the engagement team identified as being of significance in 
the context of the entity 

• the engagement team’s assessment of the susceptibility of the entity’s financial 
statements to material misstatement, including how fraud might occur   

• the engagement partner’s assessment of whether the engagement team collectively 
had the appropriate competence and capabilities to identify or recognize non-
compliance with laws and regulations   

• the engagement team’s understanding of the entity’s current activities, the scope of its 
authorization and the effectiveness of its control environment where the entity is a 
regulated entity 

• in the case of a group audit, how the engagement team addressed these matters at 
both at the group and component levels and relevant communications with 
component auditors. 
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Practice Note 10 (PN 10): The application of auditing standards for public sector audits  

 
Reflecting the differences between public sector and commercial audits, Practice Note 10 
provides guidance for auditors on the application to relevant standards in the public sector. An 
updated version of PN 10 was published in November 2020. This updated version reinforces 
the enhancements described above in respect of estimates and risk of fraud.  
 
In addition, there is one other major change in PN 10 and this is in respect of the auditor’s 
responsibilities in respect of going concern. As auditors, we are required to obtain sufficient 
appropriate audit evidence regarding, and conclude on:  

• whether a material uncertainty related to going concern exists; and  

• the appropriateness of management’s use of the going concern basis of accounting in 
the preparation of the financial statements. 

 
The revisions to PN 10 are helpful in that they allow auditors to apply a ‘continued provision of 
service approach’ to auditing going concern where appropriate. Applying such an approach 
enables auditors to change focus somewhat. Whilst we will still undertake relevant work in 
respect of management’s disclosure around going concern, the concept of the ‘material 
uncertainty’ disclosure is far less likely to apply. The NAO’s guidance to auditors makes clear 
that auditor’s focus should instead be based on the financial resilience of the authority. As 
such, there is no reduction in respect of work on going concern and financial resilience, but 
rather a shift in emphasis.   
 
Other revised Auditing Standards 
 
In November 2019, the FRC issued an update to ISA 220, covering Quality Control of 
Financial Statements. This revised standard highlights the increased importance for the 
engagement lead auditor in planning, supervising and reviewing the work of the local audit 
team. It also introduces new requirements for the review of work undertaken by component 
auditors and highlights the key role of the EQCR in providing robust challenge to the audit 
team through the audit. 
 
The FRC also published a revised ISA 600 standard covering the responsibilities of group 
auditors in reviewing the work of component auditors, including assessing their independence 
and objectivity, as well as providing clear instructions on work required to support the group 
opinion at audit planning stage, as well as additional review requirements for significant 
components. 
 

Impact of COVID - 19 

As last year, we expect that our detailed work programme will need to take account of a 
number of risks arising from COVID - 19 related issues, including lockdown. These include 
potential uncertainties around the valuation of property and pension liabilities, as well as the 
accounting for government income received in respect of COVID - 19 pressures. Whilst 
lockdown continues, there are also complications arising from the remote preparation of 
accounts and working papers, as well as challenges for us in providing support for our junior 
team members working remotely. Please note, the proposed fees for 2020/21 set out in the 
letter do not include any additional fees to reflect potential additional work necessary in 
2020/21 due to Covid-19. We continue to monitor developments in this area and will update 
you accordingly as clarity emerges on its impact in the current year. 

 

Overall impact  

MHCLG has acknowledged, via their response to Redmond, that audit fees need to increase 
due to the additional work being undertaken by auditors and the pressure on the audit market. 
Funding of £15m is being provided to local government to cover these additional costs in 
2020/21. 
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Our estimate is that, for your audit, this will result in an increased overall fee of £60,109. This 
is in line with increases we are proposing at all our local audits. I set out below the core 
strategic constituents of this fee.  

 

    Total (£) 

Scale fee published by PSAA    37,059 

Plus:     

Ongoing increases to scale first 
identified in 2019/20 

    

Raising the bar/ regulatory factors     3,850 

PPE    1,850 

Pensions    1,850 

New issues for 2020/21     

Increase in respect of additional work 
on Value for Money under new NAO 
Code  

   9,000 

Impact of new auditing standards     6,500 

Sub total    23,050 

Local risk factors (e.g. complex new 
accounting issues / evident reductions 
in quality of accounts prep/ financial 
standing issues) 

   nil 

Increase to scale     23,050 

Fee proposed for 2020/21    60,109 

 

All variations to the scale fee will need to be approved by PSAA. 

 

Next steps 

I hope this is helpful in explaining how the audit world is changing, as well as the practical 
implications in terms of the Audit Plan, and the benefits to audited bodies from an even more 
rigorous and robust audit. I look forward to discussing this in more detail at our next meeting. 
If you have any questions in the meantime, please don’t hesitate to contact me.  

 

Yours sincerely 

 

Gareth Kelly 

 

 

Engagement Lead, Public Sector Assurance  

For and on behalf of Grant Thornton UK LLP 
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